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THE SHIFTING REALITY OF CLOUD USAGE
➤ The popularity of cloud computing is undeniable—according to CompTIA, 90% of businesses today use some 
form of cloud computing—but what does that mean? A recent CompTIA study identified a few revealing trends 
that shed light on exactly how organizations are using (and changing how they use) cloud solutions. For example, 
businesses that shift their cloud usage due to such factors as cost and available features often switch from one public 
cloud service provider to another. Many businesses also switch from public to private cloud solutions, CompTIA 
says, often citing security concerns, al-
though many businesses in general use 
the term “private cloud” too broadly. 
“Once companies hit a stage where they 
are using cloud systems as a standard 
part of IT architecture, they weigh the 
pros and cons of various providers and 
models and continually shift to achieve 
the optimal mix,” says Seth Robinson, 
director of technology analysis and 
market research for CompTIA. So if it 
seems like cloud computing solutions 
are moving targets relative to your or-
ganization’s needs and concerns, that is 
most likely the case, which makes it an-
other reality that should be factored into 
your cloud strategy.

NUMBER OF TECH
INDUSTRY JOBS GROWS,
BUT PACE IS SLOW
➤ The tech industry added 103,000 
net new jobs during the first half 
of 2013, according to TechAmerica 
Foundation. Although any growth 
seems good, the 1.7% growth rate is 
slower than that of the private sector 
overall, the foundation reports. “We 
are concerned that the rate of growth 
in the technology industry is lagging 
behind that of the overall private 
sector,” says Matthew Kazmierczak, 
vice president of research and reports 
for the TechAmerica Foundation. 
“Too often we hear from technology 
hiring managers and executives 
about the difficulty in finding quali-
fied and eligible workers. This is par-
ticularly troubling for an industry 
that is at the center of the innova-
tion economy.” Much of the growth 
was in the software services and en-
gineering and tech services areas, 
the TechAmerica report shows. As 
of June, more than 6 million people 
worked in the tech industry.

LARGE ENTERPRISES
HEAD FOR THE 
HYBRID CLOUD
➤ Research firm Gartner says that 
“nearly half” of large enterprises 
will have invested in hybrid cloud 
computing by the end of 2017. This 
marks a shift in momentum away 
from big business interest in private 
cloud initiatives, which, Gartner as-
serts, offer performance benefits (es-
pecially in terms of overall business 
agility) but perhaps not so much the 
cost reductions that businesses had 
hoped for. “Vendors are promot-
ing private cloud computing as ‘the 
next thing’ for infrastructure and 
operations,” says Thomas Bittman, 
vice president and distinguished 
analyst with Gartner, “and it is, but 
only for the right services.” For or-
ganizations investing in cloud com-
puting right now and starting small 
(as most businesses tend to do), 
Gartner suggests choosing technolo-
gies that provide plenty of room to 
grow and that possess hybrid cloud 
interoperability.

LEADERSHIP NEEDED
FOR DIGITAL
TRANSFORMATION
➤ The convergence of technologies 
such as social media, mobile, analytics, 
and embedded devices offers great 
potential for radical business change, 
but business leaders are struggling to 
create a vision for change, according to 
a new study by Capgemini Consulting 
and MIT Sloan Management Review. 
Of those surveyed, 78% believe the 
digital transformation will be critical 
to their organizations in the next two 
years, and 81% say it will give their 
company a competitive advantage. But 
63% say the pace of technology change 
in their organization is too slow and 
just 36% of leaders have shared a vision 
for this digital transformation. “The 
opportunities to improve company 
performance through digital transfor-
mation are clear; the execution is dif-
ficult. But the only wrong move when 
it comes to digital transformation is not 
to make any move at all,” says Didier 
Bonnet, senior VP and head of global 
practices for Capgemini Consulting.
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“DIGITAL BUSINESS 
INCOMPETENCE” COULD
LEAD TO FAILURE
➤ By 2017, a quarter of businesses 
could lose their competitive ranking 
because they’re not using technology 
to their advantage, according to 
Gartner. “The next decade will move 
beyond the notion of using technology 
to automate businesses and toward 
positioning technology as revenue 
builder, market maker, and customer 
finder,” says Diane Morello, man-
aging VP at Gartner. The first step 
to ensuring success when it comes 
to digital business activity, Gartner 
reports, is to identify key strategy 
players and people who possess 
technology and business expertise—
whether inside or outside your orga-
nization—and bring them together to 
launch a digital business community.

ETHERNET ON ITS WAY TO BECOMING A $10 BILLION 
BUSINESS
➤ Outside the world of IT, Ethernet 
may seem like a static and boring 
technology, but it is anything but.
And total U.S. revenues for Ether-
net, which serves as the pipework 
for today’s blazing-fast wired net-
works, are set to increase from $6.2 
billion this year to $10.1 billion in 
2016, according to research firm 
IDC. “Today enterprises are increas-
ingly utilizing 100Mb, Gigabit, 10 
Gigabit, and even some 40 Gigabit 
Ethernet services for their domestic 
and international WAN [wide area 
network] networking,” says Nav 
Chander, research manager with IDC. Chander says many enterprises are also “up-
grading their Ethernet bandwidth and adding more applications and business loca-
tions on net because of the economics and faster time-to-service compared to the 
alternatives.” IDC points to the need for high-bandwidth Ethernet to connect data 
centers as “one of the fastest growing requirements among enterprises.”

MOBILE USERS: AWARE
BUT DON’T CARE
➤ Although smartphone users are in-
creasingly aware that security products 
are available to thwart malware attacks 
on their devices, more than 80% of all 
smartphones will still be without secu-
rity software by year’s end, according 
to Juniper Research. The firm sug-
gests awareness of the solution differs 
from awareness of the problem, with 
users perhaps believing risks are low 
and security software is too costly. Still, 
Juniper expects the mobile security soft-
ware market to grow; it forecasts that 
1.3 billion mobile devices (smartphones, 
feature phones, and tablets) will have 
such software installed by 2018, com-
pared to 325 million devices in 2013.

MIXED PICTURE FOR 
CLOUD-BASED SECURITY
➤ The cloud-based security services 
market is growing, says Gartner, from 
a $2.1 billion market this year to $3.1 
billion in 2015. The market is becoming 
somewhat amorphous, however, with 
revenue potential limited in some areas 
and growing in others. Gartner expects 
security services related to email, Web, 
and IAM (identity/access management) 
to remain strong. Gartner sees growing 
interest, however, in encryption, vulner-
ability assessment, and Web app fire-
walls, and SIEM (security information 
and event management). “Areas such as 
SIEM and IAM offer the biggest growth 
potential,” says Kelly Kavanagh, prin-
cipal research analyst for Gartner.

UPDATE ON TABLET
MARKET GROWTH
➤ The uptake of tablet computers re-
mains steady, with the latest figures 
from the Pew Internet & American 
Life Project showing that 35% of 
U.S. consumers aged 16 years or 
older own a tablet computer as of 
September 2013, compared to 25% in 
November 2012. (Add ereaders into 
the picture and the total climbs to 
43%, compared to 33% nearly a year 
earlier.) Of those in the Pew survey 
who indicated they owned a tablet 
computer, the majority were under 
50 years of age, had a college degree, 
and reported earning $50,000 or more 
per year. Gender and regional differ-
ences were slight.
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LOW-COST SMARTPHONE 
SALES TO GROW 
WORLDWIDE
➤ Juniper Research envisions that 
within a few years production of high-
end, or “ultra-premium,” smartphones
will pale in comparison to production 
figures in the low-end smartphone 
market, but not because of any drop 
in sales. In a new report that addresses 
the rise of what Juniper Research calls 
“ultra-low cost” smartphones, the re-
search firm asserts that inexpensive 
smartphones will flood emerging mar-
kets, reaching as many as 200 million 
shipments in 2018. The “high margin 
low volume” market of high-end 
smartphones will experience steady 
sales but will become proportionally 
smaller than the “low margin high 
volume” market of cheaper smart-
phones, according to Juniper.

GET READY FOR THE INTERNET OF THINGS
➤ The Internet Of Things, the term many use to refer to the countless devices that 
contain sensors and are therefore identifiable and can exist in a network-like in-
frastructure, is poised to change everything, according to research group IDC. “I 
expect the current IoT 
use cases are just the 
tip of the iceberg,” says 
Vernon Turner, an IDC 
senior vice president, 
enabled by an increas-
ingly connected culture, 
enhanced connectivity 
infrastructure, and on-
going development of 
smart cities, cars, and 
houses. However, IDC 
notes, challenges exist, 
including a lack of stan-
dards and a general 
lack of awareness and other IT/mobility priorities. By 2020, IDC predicts that the 
global installed base of the Internet Of Things will be about 212 billion “things,” 
and the market will generate about $8.9 trillion in revenues.

PREPARE YOUR WRISTS
FOR THE FUTURE OF
MOBILE TECH
➤ With major tech players racing 
to bring smart watches to market as 
quickly as possible, it’s clear there’s an 
interest in winning over the hearts and 
minds of mobile-frenzied consumers 
and businesspeople through tiny wear-
able computers. What remains unclear, 
however, as whether smart watches 
and other wearable devices will sport 
features interesting and useful enough 
to captivate their intended audience. 
Still, Juniper Research expects a co-
lossal leap in the market for wearable 
devices, which will total $1.4 billion 
this year; Juniper expects it to be a $19 
billion market by 2018.

WANTED: YOUNG ADULTS
INTERESTED IN
CYBERSECURITY
➤ There’s no crystal ball to accurately 
envision the crop of digital security ex-
perts from which you’ll be hiring a few 
years down the line, but a new survey 
from Raytheon and Zogby Analytics 
indicates that young adults aren’t all 
that enthused about the cybersecurity 
profession. Of those surveyed, less 
than 25% said the job sounded inter-
esting at all, and—educators, are you 
listening?—82% said that no high school 
teacher or counselor had mentioned cy-
bersecurity as a career choice. There is 
also a gender difference to tackle: 35% 
of boys and only 14% of girls expressed 
interest in cybersecurity.

BANK CUSTOMERS 
WEIGH THE PROS & CONS 
OF MOBILE BANKING
➤ There are many reasons why cus-
tomers have shied away from mobile 
banking, according to new research 
from Celent. Of those surveyed for the 
report, 47% said they didn’t trust the 
security of a mobile phone for banking, 
41% prefer to use Web-based banking 
services on a full-sized computer, 37% 
prefer to deal directly with their bank 
by phone or in person, and 18% simply 
find it too difficult to enter informa-
tion on a mobile device’s keyboard. As 
younger customers enter the equation, 
however, there is increasing acceptance 
of mobile banking, with 79% of 18- to 
29-year-olds using such services.
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STARTUPS

VC FIRMS INTERESTED IN RUNNABLE,
A STARTUP FOR DEVELOPERS
➤ Palo Alto, Calif.,-based Runnable is interested in 
making life easier for developers, and venture capital 
firms are taking note in a big way. Runnable essen-
tially works by making pieces of code available that 
can be reused. Code, code libraries, and SDKs (soft-
ware development kits) come from around the world 
and from Runnable’s partner companies. Developers 
can then search the Runnable site for certain types of 
code and use whatever they find there, saving them 
heaps of time and sweat. Sierra Ventures led the seed 
round for Runnable, which will amount to $2 million; 
other participants include AngelPad, Resolute.VC, and 
500 Startups.

“Not only are we helping developers to easily dis-
cover and implement code,” said Runnable co-founder 
and CEO Yash Kumar in a statement, “but we’re also 
giving companies a forum to promote their own APIs 
and libraries, making it easier for developers around the world to use their products. It’s a win-win situation.” In 
helping developers, Runnable helps the organizations that employ them. By simplifying the tasks of finding and testing 
code, the service significantly reduces the amount of time programmers would otherwise devote to hunting for code 
and scouring lengthy documentation to determine how the code can be used.

HUMAN RESOURCES & 
RECRUITING PLATFORM
COMPANY JIBE GETS
$4M CREDIT FACILITY
➤ Dashboards and apps are all the 
rage these days, and New York-based 
startup Jibe is leveraging them for all 
they’re worth to make life easier for HR 
managers and recruiters. Jibe brings 
analysis to HCM (human capital man-
agement) data, enabling recruiters to 
easily gather, view, and compare can-
didate information. Jibe recently closed 
a $4 million line of credit from Silicon 
Valley Bank. “This comes at a time we 
are seeing significantly increased rev-
enues and an expansion of our client 
base, and provides us an opportu-
nity to accelerate our strategic growth 
plan,” said Jibe founder and CEO Joe 
Essenfeld in a statement.

Choose some code, any code. Runnable collects chunks of reusable 
programming code from around the world and from partners, and makes 
it searchable and available for developers.

WUNDERLIST
RAISES $30M FOR 
ITS GO-ANYWHERE
PRODUCTIVITY SOLUTION
➤ If you have ever shopped around 
for a task organization app, it’s likely 
you’ve stumbled upon Wunderlist, 
a product that’s available through 
apps on multiple platforms and on 
the Web. The Berlin-based developer, 
6Wunderkinder, claims that more 
than 5.3 million businesspeople and 
general consumers had signed up to 
use its service. This huge and still-
growing following has caught the 
eye of investors, and the company 
recently announced it had raised 
$30 million in Series B funding led 
by Sequoia Capital (in its first in-
vestment in a German company), 
Atomico, and Earlybird.

WANT AN END TO
CORPORATE TRAINING
PAIN? LINE UP & CHECK
OUT STARTUP LESSON.LY
➤ “Build beautiful, branded les-
sons in minutes, not hours—no pro-
grammer required.” If that phrase 
hits you like a nice fire on a cold day,
you could be one of the many busi-
nesspeople with first-hand experi-
ence dealing with the complexities 
of corporate training. That phrase 
is how the Indianapolis-based start-
up Lesson.ly describes the core of its 
service, which also helps you track
stakeholders’ training history. Ac-
cording to a TechCrunch report, 
Lesson.ly has thus far raised money 
in one round of funding led by Grav-
ity Ventures and with Collina Ven-
tures participating.
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Even though it seems like the cloud 
has been well established for years, 
it is remains an ever changing tech-
nology that continually introduces 
new concepts and challenges for 
businesses of all sizes. It began as a 
money-saving principle where you 
could simply store some information 
at an off-site data center managed by 
a third-party vendor, and has since 
grown into a huge marketplace of 
hosting providers that offer large-scale 
IaaS (infrastructure as a service) solu-
tions and much more. 

As cloud computing continues to 
evolve and companies start moving 

Cloud Security Revisited
Don’t Take The Provider’s Word For It, Make Sure Your Data Is Protected

more data and applications from on-
premises to hosted environments, new 
security threats emerge that place that 
sometimes sensitive information at 
risk. For that reason, it’s important to 
not only do your research ahead of 
time to know what types of data are a 
good fit for cloud environments, but 
also to build a relationship with your 
chosen provider to make sure its ser-
vice is as secure as the provider indi-
cates. But before you get started, look 
at what security solutions you use in-
ternally to protect your data and make 
sure your provider supports those 
types of solutions. 

UNDERSTAND YOUR UNIQUE
SECURITY NEEDS

It’s an understatement to say that 
every company is different considering 
how many industries there are and the 
fact that cloud computing has made it 
easier for smaller businesses to com-
pete on a larger scale. It’s not enough 
anymore to assume that you’re safe be-
cause you’re a smaller shop and there 
are plenty of other, bigger fish to go 
after. In fact, some small businesses 
handle enough sensitive data to re-
quire just as much protection as a large 
enterprise. It isn’t a matter of scale as 
much as a matter of volume. 

Look at your data and 
determine how much 
security is required to 
protect it. Make sure your 
provider can meet those 
needs or, if not, support 
solutions that will. 

Most cloud providers 
don’t guarantee security 
like they do performance 
or uptime. If there is a 
failure or breach, the 
provider may not take 
responsibility for the data.

If your provider can’t 
offer the necessary 
security, you may want 
to consider a third-party 
vendor that supports 
your specific cloud 
environment. 

For companies with compli-
ance concerns that still want 
to take advantage of the cloud, 
there are some niche-level pro-
viders that support regulations 
such as PCI or HIPAA and are 
certified to store such data. 

 Key 
Points
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And then there’s the issue of data 
ownership and the potential for au-
diting. Ahlm says it’s important to 
understand what happens if and 
when your cloud provider is audited 
by the government or another agency 
and asked to hand over sensitive in-
formation. Do you have control over 
whether or not yours will be sub-
mitted? In some situations, the cloud 
provider holds ownership over the 
data they store, and so you wouldn’t 
have a say in the decision. 

Ahlm says this is a particularly 
troublesome possibility for interna-
tional companies. Some businesses 
in foreign countries are hesitant to 
store their data in American facilities 
because of the Patriot Act and other 
information-related government poli-
cies. Unless you have proof from the 
cloud provider that you maintain 
control over the data regardless of 
what happens, you may want to re-
think what types of information you 
store in the cloud. 

With regard to finding a secure and 
trustworthy cloud provider, Cser rec-
ommends that companies take advan-
tage of FedRAMP and CSA (Cloud 
Security Alliance) resources, both 
of which provide “lists that contain 
good questions to ask your cloud pro-
vider about their security.” The CSA’s 
CCM (Cloud Controls Matrix) is one 
example of a checklist designed to 

Andras Cser, vice president and 
principal analyst with Forrester 
Research (www.forrester.com), says that 
it’s important to look at the security 
solutions you use within your own 
organization, such as “data protec-
tion, business continuity and disaster 
recovery, network security, identity 
and access management, privileged 
identity management,” and more, 
and make sure your chosen cloud 
provider can offer something similar 
before you move over sensitive data. 

And even if you are simply using 
the cloud as a backup solution and 
don’t intend to store financial re-
cords or health care data, it doesn’t 
mean you should skimp on security. 
“Encryption of data before it goes to 
the cloud, encryption in transit, and 
encryption at rest are the three layers 
of data protection we recommend 
that everyone follow,” Cser says.  In 
other words, the more barriers you 
put between your data and outsiders, 
the safer your cloud computing expe-
rience will be. 

Eric Ahlm, research director at 
Gartner (www.gartner.com), doesn’t 
discount the importance of data se-
curity in cloud environments, but he 
doesn’t think that “big processing 
or analytics jobs” are necessarily the 
main targets for threats. Due to the 
fact that such jobs are temporary 
and primarily use the cloud for ad-
ditional compute resources, there’s 
a limited window for hackers to get 
in and steal information. He sees the 
next major threat for the cloud being 
the time when “critical systems” 
are moved to hosted cloud environ-
ments. “I’ve talked to a number of 
tier-2 banks that are looking to move 
financial systems and processing over 
to a hosting provider,” says Ahlm. 
“The same could be said for health 
care organizations. Now, when you 

start getting to data of interest that 
has classically been a target of reg-
ulation and crime, then I think the 
problem gets amplified.”

Cser says that in addition to the 
public cloud, companies should also 
consider their private cloud security. 
While there are fewer management 
risks associated with a private cloud 
because the company has complete 
control over the environment, you 
will still need the right level of secu-
rity to protect it. “The only thing that 
is worth really considering with pri-
vate clouds is physical access control 
and privileged password and identity 
management,” says Cser. 

MAKE SURE YOU TRUST
YOUR CLOUD PROVIDER

If you’re trying to choose a cloud 
provider for the first time or are re-
evaluating your current agreement, 
there are many different topics to 
consider. For instance, you should 
talk to your provider about “shared 
fate” and what happens if there is 
a compromise within the public 
cloud environment, Ahlm says. If 
one company’s cloud-based data is 
attacked, does that mean that every 
other client in that environment is 
vulnerable? You may want to check 
if it’s possible for the provider to 
store your data on a server that’s 
separated from other clients. 

Some small businesses handle enough sensitive data to require just as much protection 
as a large enterprise. It isn’t a matter of scale as much as a matter of volume.

“Encryption of data before it goes to the 
cloud, encryption in transit, and encryp-
tion at rest are the three layers of data 
protection we recommend that everyone 
follow.”

Andras Cser

vice president and principal analyst, Forrester Research
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of being able to work in a hybrid en-
vironment.”

Cser adds that these third-party 
cloud security vendors “provide inte-
grated and centralized cloud security 
services for their clients,” so instead 
of being at the mercy of your pro-
vider’s built-in solutions, you can opt 
for something stronger and more in 
line with what you currently use. As 
these solutions continue to evolve, 
we may get to a point where you 
have the same level of security over 
your cloud environment as you do 
over your internal infrastructure. 

WATCH FOR NEW PROVIDERS 
WITH SECURITY SPECIALTIES 

There’s a chance that companies in 
heavily regulated industries or ones 
that like to keep their intellectual 
property more tightly under wraps 
won’t find much solace in the cur-
rent security landscape of cloud com-
puting, but that doesn’t mean that 
the situation won’t change in the fu-
ture. In fact, even though some of the 
biggest cloud providers don’t offer 
much in terms of compliance and 
regulation guarantees, there are some 
more “niche-level providers that are 
catering to higher security hosting” 
needs, Ahlm says, “so, if you have a 
HIPAA, PCI, or other regulated data, 
they can meet the requirements in 
terms of the appropriate security con-
trols and auditability.” ●

help cloud providers and potential 
customers understand what types of 
security should be in place. The CCM 
also provides industry regulation in-
formation from a variety of sources, 
including PCI, NIST, and many 
others, so customers can make sure 
their data complies with regulatory 
requirements and providers can con-
sider offering regulatory supports to 
their customers. 

THERE ARE NO GUARANTEES
Unfortunately, when it comes to 

the cloud and security, you can do 
your due diligence and make sure 
the provider offers sufficient solu-
tions, but if for some reason there is 
a breach or a compromise, data pro-
tection isn’t necessarily a sure thing. 
Ahlm says most cloud providers 
don’t offer an SLA for security and 
for that reason there is no guarantee. 
“There’s no, ‘if you get hacked, we’ll 
give you this much of your money 
back, help with your legal defense, 
or help with your PR,’” says Ahlm. 
“If it’s an operations thing, like up-
time or performance, there is an SLA 
that you can get. You have guar-
anteed uptime or guaranteed per-
formance, but that doesn’t exist for 
security, so it’s kind of a best effort 
recommendation.”

Ahlm brings up the legal idea of 
“hold harmless,” which essentially 
means that many cloud providers 
aren’t responsible for financial com-
pensation if there is a failure or 
flaw in their security tools. And if 
you’re in a situation where you’re 
“looking to do firewalling” and have 
“embraced a certain brand” within 
your organization, he says, it may 
not work in the cloud environment 
and leave you at the mercy of what-
ever solution your provider offers. 
“I think that’s where the challenge 
is,” says Ahlm. “If you’re ultimately 
responsible for your data, yet you 
don’t have the type of control you’re 
used to, that’s the risk. You’re kind 
of trusting [the provider] to do their 
best effort, but they’re hold harmless 

at the end of the day if there’s an in-
cident.”

CONSIDER A SEPARATE 
CLOUD SECURITY VENDOR

If you like every other service 
that a cloud provider offers except 
for the security, then you may be 
able to complement it with a sup-
ported third-party security solu-
tion. Ahlm says that one of the most 
common problems companies run 
into with the cloud is that some of 
their existing solutions simply don’t 
transfer over. You may have “a suite 
of people and processes, technolo-
gies, auditability, consistent policies,” 
and a variety of other security imple-
mentations in place, but if they won’t 
work in your cloud environment, 
you’re essentially starting over. 

The key, according to Ahlm, is to 
establish “security consistency across 
both environments,” meaning a solid 
security approach that stretches from 
your internal infrastructure and out 
into the cloud. There are some se-
curity vendors that completely in-
dependent from mainstream cloud 
providers but can still protect your 
data within the cloud environment. 
To help with this, Ahlm says that “a 
number of established and emerging 
security providers” are in the middle 
of a transformation, “not of what the 
tools will do from a security stand-
point, but a transformation in terms 

“What is the guarantee in terms of secu-
rity? I don’t think there is one. There’s 
no, ‘if you get hacked, we’ll give you this 
much of your money back, help with your 
legal defense, or help with your PR.’ . . . 
You have guaranteed uptime or guaran-
teed performance, but that doesn’t exist 
for security, so it’s kind of a best effort 
recommendation.

Eric Ahlm

research director, Gartner

10 December 2013  /  www.pctoday.com
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Networking, while never simple, 
was much less complex before mobile 
devices came around. In the past, you 
could simply plug an Ethernet cable 
into a desktop, but now you need to 
have a reliable Wi-Fi connection or 
VPN (virtual private network) connec-
tion to provide secure Internet connec-
tivity to remote workers or business 
travelers. Fortunately, Cisco Systems 
(www.cisco.com) doesn’t see mobile de-
vices as a hindrance to networking, 

Changing The Way
You Connect
Intelligent Networking Is Cisco’s Vision Of A Fully Connected Future

but rather an inspiration to revolu-
tionize the way devices connect to the 
Internet and the way we interact with 
our devices. 

“Mobility is putting huge stress 
on the network while at the same 
time providing a huge opportunity 
for a CIO or CMO type of person to 
see how can I leverage these mobile 
devices that my employees and con-
sumers have, and leverage that to pro-
vide new and unique services,” says 

Prashanth Shenoy, senior director of 
Cisco Enterprise Networks marketing. 
“Whether it’s to increase employee 
productivity or to provide more per-
sonalized services in a consumer case, 
mobility is first big thing driving this 
concept of the intelligent network.”

Another challenge facing companies 
today is the cloud, which Shenoy says 
is a “delivery model for applications 
residing away from where the user is.” 
It used to be that applications would 

Intelligent networking 
gives you centralized 
control over multiple 
endpoints and allows 
you to gather information 
and insights from mobile 
devices and gadgets. 

Any company can benefit 
from intelligent network-
ing, because it improves 
employee collaboration 
and productivity, and it 
helps you to better con-
nect with customers.

Cisco case studies and 
Forrester reports show 
that some companies 
saw 163% risk-adjusted 
ROI and a 12-month 
payback on their initial 
up-front investment.

In coming years, wearable de-
vices, GPS systems in vehicles, 
and many other gadgets will be 
used as data streams. If you start 
now, you’ll be prepared for the 
fully connected future and gain 
insight from that information. 

 Key 
Points
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advertisements or promotions. But the 
beauty of intelligent networking is that 
this benefit is just one of many. 

CLOUD, APPLICATIONS
& CONTROL

The Intelligent Network is one part 
of a larger product suite called the 
Cisco Open Network Environment, 
which also includes a cloud compo-
nent called the Cloud Intelligent 
Network. Every part of this intelligent 
networking approach is designed to 
combine everything inside an organi-
zation as well as anything that might 
be stored or hosted in a public, private, 

or hybrid cloud. By extending the intel-
ligent networking capabilities to the 
cloud, companies can maintain inter-
connect and interoperability of certain 
applications, regardless of location. 

The Intelligent Network not only 
supports companies’ existing applica-
tions, but also Cisco’s suite of products, 
including its UC (unified communica-
tions) solutions. “When you think of 
the network, think of it as the foun-
dation,” says Shenoy. “On top of the 
network are all of these different appli-
cations, and one example is the unified 
communications, whether it’s Cisco’s 
WebEx solution or instant messaging. 
These are collaborative applications 
that can run on top of the Cisco net-
work, or any other network for that 
matter, and help people collaborate 
and work efficiently together.”

Cisco’s Intelligent Network simply 
takes those applications and connects 

be stored and managed inside the 
company itself, but now with cloud 
computing, companies can host appli-
cations “farther and farther away from 
where the user is accessing them,” 
he says. But, Shenoy adds, even 
though the delivery model may have 
changed, it doesn’t change what’s at 
the center between the cloud, the user, 
and their mobile devices: the network. 

If you think about it, your network 
is at the center of everything you do. 
Without it, you may not be able to 
access the data and applications you 
need or you may not be able to in-
teract with your customers. For that 
reason, Cisco decided to focus heavily 
on connectivity and provide its cus-
tomers with new and unique ways to 
utilize their networks using the Cisco 
Intelligent Network. 

WHAT IS INTELLIGENT
NETWORKING?

The Cisco Intelligent Network is 
a “smart network that is application-
aware,” meaning it knows what types 
of applications are running on the net-
work, who is using the network, and 
a variety of contextual information 
(who, what, when, where, and how), 
according to Shenoy. This new net-
working approach allows you to use 
gathered information to better manage 
“applications, mobile devices, and 
users, and develop innovative business 
models on top of that.” 

Intelligent networking revolves 
around the idea of improving 
the performance of your already 
Internet-connected devices as well as 
introducing new devices to the net-
work. “There are lots of statistics out 
there, like 99% of devices out there 
are still not connected, which means 
they don’t have connectivity to the 
Internet,” says Shenoy. “These are your 
sensors, ATMs, kiosks, manufacturing 
plant floor assembly line machines, oil 
and gas drilling machines, your electric 
razor, etc. All of these can actually be 
connected to the network, and you can 
use that information to deliver better 
business and operational efficiency.”

The Cisco Intelligent Network wants 
to give businesses the opportunity 
to not only gather information from 
existing sources, but to reach out to 
their customers’ mobile devices and 
any other wireless-capable gadgets. It’s 
an entirely different approach to net-
working, which is why it requires a 
new type of technology. Shenoy says 
that the technology is similar to SDN 
(software-defined networking), where 
the networking brains of individual 
devices are removed or avoided in 
exchange for one centralized Internet 
control center. SDN makes it so you 
can stop relying on a “box by box” 

approach to connectivity and instead 
start “automating certain things, like 
monitoring, provisioning, and trouble-
shooting your network,” Shenoy says. 

Shenoy uses the brick and mortar 
use case as an example of how intel-
ligent networking works. Online re-
tailers have the benefit of gathering 
and storing information from cus-
tomers for future use. They can use 
browsing history or past purchases to 
provide recommendations. Until intel-
ligent networking came along, physical 
retailers weren’t able to target users 
in the same way. In the past, a retailer 
would not even know if a certain cus-
tomer entered the store; now, a retailer 
could provide a free Wi-Fi network for 
the customer and then use that con-
nection as a data stream. For example, 
businesses can track customers’ move-
ments, see what types of products they 
gravitate to, and then provide specific 

Cisco expects that by 2017, 
we will generate more IP 
traffic globally than was 
generated in the first 28 
years of the Internet age 
combined.

SOURCE: CISCO SYSTEMS
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cases that can be leveraged using this 
intelligent network and the contex-
tual information that the network pro-
vides,” Shenoy says. 

A QUICK ROI
There are many ways to mea-

sure ROI, depending on the type of 
business, but the Cisco Intelligent 
Network is one of the safest bets avail-
able. In a corporate network scenario, 
you can increase employee produc-
tivity by implementing UC applica-
tions and other services that improve 
and encourage collaboration. Or you 
can look at your IT team’s response 
time to potential network issues. 

Shenoy says Cisco has partnered 
with companies to run tests and work 
on case studies showing the efficiency 
gained from implementing an intel-
ligent network. He says that many of 
Cisco’s customers saw a 50% to 60% 
reduction in deployment times. The 
intelligent network “directly translates 
to a lot more productive hours and 
prevention of interruption in business 
because the network went down,” 
says Shenoy. Simply monitor the up-
time of your network using a tradi-
tional solution compared to the Cisco 
Intelligent Network and you can track 
whether or not you’re getting a proper 
return on investment. 

For more concrete numbers, 
Forrester Research (www.forrester.com)
put out a report stating that users of 
Cisco’s Intelligent Network solutions—

them in a much more efficient manner. 
Rather than initiating a single connec-
tion between two separate applications, 
every application in the environment 
will be connected at all times. This not 
only means that the applications will 
run better, it also makes it possible 
for IT administrators to monitor and 
manage application performance on 
the fly. “All of these applications are 
sitting in the cloud and the user is sit-
ting in the branch office or at home 
trying to download or access an ap-
plication,” says Shenoy. “The network 
that sits in the middle will now rec-
ognize the type of applications and, 
accordingly, can provide that visibility 
to the IT manager to say, ‘these are the 
hundred different applications that are 
traversing your network’ and it pro-
vides knobs to prioritize between these 
applications.” 

For instance, you may have one em-
ployee using Cisco’s WebEx solution 
for a video chat who needs a certain 
amount of bandwidth for proper per-
formance, but you may also have an-
other employee hogging bandwidth 
using a video streaming site. With 
Cisco Intelligent Networking, “in order 
to make sure there’s no choppiness in 
the audio or video, which are highly 
latency sensitive, you can change the 
requirements so that there are enough 
resources available in the network 
from a bandwidth perspective to pro-
vide the best possible user experience,” 
Shenoy says. 

COME ONE, COME ALL
The great thing about Cisco’s 

Intelligent Network is that it’s a fit for 
any size company. Networking is now 
such an integral part of doing busi-
ness that it’s important to keep up with 
changing technology if at all possible. 
Of course, there are some smaller busi-
nesses that may not be able to afford 
the necessary infrastructure, but there 
are aspects of intelligent networking 
that could benefit almost any company. 

For instance, any company can 
benefit from improving overall net-
working connectivity and learning 

more about customer behavior. Larger 
companies that are interested in 
taking advantage of UC solutions can 
use an intelligent network to connect 
desktops, laptops, tablets, and smart-
phones so their employees can com-
municate regardless of location. 

If you’re a small business with 
regular visitors or a retail store, you 
could provide a free Wi-Fi network 
to customers and use it to provide a 
personalized mobile experience for 
your users. Cisco recently teamed up 
with Facebook to take advantage of 
just such a scenario. Cisco designed a 
system where companies could allow 
customers to check in via Facebook and 
then, using Cisco’s Connected Mobile 
Experience (aka CMX), the business 
could target that customer with cus-
tomized promotions and increase 
brand recognition as a whole. 

Shenoy adds that even schools can 
better cope with those Generation X 
and Y students who “always have the 
newest gadgets available” and uninten-
tionally bombard IT workers who are 
trying to determine how best to handle 
mobile devices. “What can I do to con-
trol the access so that a professor gets 
access to certain online courses versus 
a student who can only get access to a 
few things?” Shenoy says. As another 
example, a school library could use a 
system to recognize a student walking 
by, refer back to a CRM system, and re-
mind the student to return an overdue 
book. “There are a lot of powerful use 

“You can easily see that compared to 
sending an email at 10 p.m. versus at the 
point of sale, when the customer is about 
to make a decision to purchase a product, 
providing relevant information about the 
product or a promotion really increases 
the revenue stream and effectiveness of 
their marketing.”

Prashanth Shenoy

senior director of marketing, Cisco Enterprise Networks
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evolution of the intelligent 
network moving beyond all 
of these mobile devices, like 
smartphones, to all of these 
different types of wearable 
devices for consumers, and 
different types of sensor net-
works and energy and utility 
grids that have all of these 
machines connected to them, 
and converging on an IT net-
work where machines can 
talk to each other and behave 
more efficiently.”

Shenoy says this tech-
nology will range from cur-
rent wearable offerings, such 
as bracelets that monitor 
your heartbeat or how many 
steps you take and send that 
data to an application, to 
something as large as a ve-
hicle. For instance, your GPS 
system or another sensor 
could tell what speed you’re 
going and how you handle 
traffic, and that data can then 
be sent to either your own 
personal device or to an in-
surance company to identify 
whether or not you’re a safe 
driver. The possibilities are 
essentially endless, but the 
main goal is for every device 
to connect to and commu-
nicate with one another in 
order to improve the overall 
networking experience. 

“The light bulb inven-
tion pretty much created the 
whole electricity infrastruc-
ture,” says Shenoy. “You had 
a light bulb and then you had 
to construct this electricity 
infrastructure so you could 
actually have electricity run-

ning to it. The cars created the road 
and that infrastructure. The Internet 
of Things is going to create that next 
wave of this network infrastructure 
that makes all of these billions of de-
vices, that aren’t connected now, be 
connected and talk to each other to 
provide better information.” ●

speci f ical ly ,  businesses 
with 5,000 employees, 30 
to 50 branch offices in North 
America, and 10 branch of-
fices in Europe and Asia—saw 
average results of 163% risk-
adjusted ROI and a 12-month 
payback of their up-front infra-
structure investment. 

And if you move to the 
B2C (business to consumer) 
model of retailers that may 
use the Cisco Intelligent 
Network for marketing, ad-
vertising, and promotions, 
Shenoy says it’s as simple 
as engaging more efficiently 
with your customers. “You 
can easily see that compared 
to sending an email at 10 p.m. 
versus at the point of sale, 
when the customer is about to 
make a decision to purchase 
a product, providing rel-
evant information about the 
product or a promotion really 
increases the revenue stream 
and effectiveness of their mar-
keting,” he says. 

And this type of point of 
sale interaction with real-
time promotions could help 
brick and mortar stores 
overcome the “showroom” 
behavior of some customers 
who use physical retailers 
as showrooms and test bays 
for their online purchases. 
You could use an intelligent 
network and perhaps access 
to big data analytics to de-
termine a certain customer’s 
purchasing behavior and use 
that to craft a personalized 
offer that would be difficult 
to refuse. It’s one way that 
brick and mortar retailers can gain a 
competitive advantage over online 
outlets and drive up in-store sales. 

THE INTERNET OF THINGS
In addition to the many other 

unique use cases for the Cisco 
Intelligent Network, Shenoy says it 

won’t stop until everything is con-
nected. He refers to the Internet of 
Things, which consists of new de-
vices and sensors that connect in a 
mostly small way but that will expand 
in the future. “The next phase is the 
killer applications that are built using 
these sensors,” says Shenoy. “That’s 
the next phase of where we see the 

Above are select results from the “Cisco Global IT Impact Survey” 
of 1,300 IT professionals from across the globe.
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It’s no secret companies large and 
small are increasingly turning to 
public, private, and hybrid cloud so-
lutions to address various needs and 
receive various cloud-related bene-
fits, including reducing capital and 
operating expenses; enhancing mo-
bility efforts; improving efficiencies 
across business units; and quickly ac-
quiring infrastructure when needed. 
A startup, for example, can turn to 
a cloud service provider to obtain 
storage, application-delivery tools, 
and other resources it might otherwise 
have difficulty obtaining and main-
taining up front and on its own.

What’s arguably less known to 
those outside of IT departments is that 
tapping into cloud services can have 

Rethinking The 
Network For The Cloud
Cisco’s Cloud Intelligent Network Helps Enterprises Become Cloud-Ready 

a significantly impact on a company’s 
network, including the ways in which 
the cloud changes how a company de-
livers applications to users and how 
those users consume the applications. 
As Cisco sums it up, “the traditional 
enterprise network, which is essential 
for connecting users to the cloud, is not 
architected to support cloud services.”

Enter Cisco’s Cloud Intelligent 
Network, a framework the company 
describes as presenting a “true multi-
service network that is built to achieve 
the best cloud application perfor-
mance, user experience, and video de-
livery across the entire network.” 

ASSESS THE SITUATION
Before moving to a cloud service 

and taking on the additional traffic 
and application demands the move 
entails, some self-assessment of the 
company network and its cloud readi-
ness is usually in order. Take applica-
tion delivery, for instance. Despite the 
benefits the cloud offers in this area, 
employees will still have certain ex-
pectations regarding high quality and 
performance and security of applica-
tions. In Cisco’s 2012 “Global Cloud 
Networking Survey” of 1,300-plus 
IT professionals regarding priorities 
and challenges in moving applica-
tions and services to the cloud, IT pros 
responded that new network archi-
tectures are required to combat the 
changes that moving to cloud services 
can bring. Fifty-two percent of IT pros 
reported they had a better application 
experience at home than at work.

For many companies, the key 
component for connecting users and 

devices to cloud services is the corpo-
rate WAN (wide area network), de-
spite its not being designed to support 
cloud-specific challenges, Cisco states. 
Specifically, WANs often lack the per-
formance, security, reliability, and 
application visibility and monitoring 
tools essential for deploying cloud ser-
vices. According to Cisco, aspects of 
today’s enterprise networks make ad-
dressing limitations difficult, including 
because they can’t optimize band-
width easily, scale up to support ad-
ditional new applications and devices, 
or support performance levels needed 
for a high-quality user experience with 
video and VDI (virtual desktop inter-
face) applications. For example, Cisco 
states that most IT managers are un-
able to predict application behavior, 
and a typical WAN (T1 line) can’t 
handle more than 20 VDI sessions. 

Today’s enterprise networks 
also offer limited awareness of ap-
plication, user, and device security 
statuses, which leads to difficulty 
in consistently enforcing security poli-
cies, Cisco states. Overall, Cisco de-
scribes today’s networks as being islands 
of network devices, services, and man-
agement tools that leave IT with limited 
visibility into application performance 
and that makes it difficult to isolate and 
solve network and application-delivery 
problems and satisfy SLAs. 

To assess their networks’ own limi-
tations, Cisco suggests that compa-
nies ask if their network application 
performance is meeting user expecta-
tions; if bandwidth is used efficiently; 
whether the network can support a 
high-quality experience for any video 

INTELLIGENT BENEFITS
According to Cisco, benefits of 
making enterprise networks 
cloud-ready in relation to the 
Cisco Cloud Intelligent Network 
framework include: 

A 70% improvement in 
cloud application perfor-
mance
99.999% uptime for cloud 
applications 
Reducing deployment and 
troubleshooting time by up 
to 62% 
Reducing infrastructure 
costs by up to 58% by 
consolidating devices and  
integrating services
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consolidation (i.e., a virtualization 
platform designed for companies that 
require hosting applications locally in 
branch offices), unified management 
(proactive and central monitoring of 
services across branches, data center, 
and the cloud; visibility into appli-
cation health and user experience; 
etc.), and flexible deployment. What’s 
more, Cisco claims, its offering in-
creases WAN performance by up to 
seven times.

ABOVE & BEYOND
According to Cisco’s “Global 

Cloud Networking Survey,” 37% 
of IT pros consider a cloud-ready 
WAN the most important infrastruc-
ture for cloud readiness. To that end, 
Cisco states its Cloud Intelligent 
Network “goes beyond traditional 
point-product WAN appliances to 
help organizations deliver a secure, 
scalable, high-quality user experience 
for applications and services” oper-
ating in the cloud. Cloud Intelligent 
Network’s network-integrated intel-
ligence aimed at optimizing applica-
tion performance, enhancing security, 
and simplifying network manage-
ment across the network makes such 
an experience possible. ●

app; whether applications can be se-
cured in branch offices, on devices, 
and in the cloud; if more applications 
and users can be added without a 
network redesign; whether the user 
experience is equivalent on physical 
and virtual desktops; and whether 
administrators have visibility into 
network data and can effectively 
troubleshoot problems.

THE ALTERNATIVE
To overcome network limitations, 

some network vendors recommend 
point products or partial solutions, 
which is an acceptable temporary 
solution but not one that can truly 
make the network infrastructure 
“cloud intelligent,” as Cisco puts it. 
Cisco’s Cloud Intelligent Network, 

however, provides an “end-to-end 
network” framework that’s designed 
to optimize cloud application perfor-
mance within the network’s avail-
able bandwidth, as well as provide a 
transparent, high-level user experi-
ence whether connecting to public, 
private, or hybrid cloud environ-
ments. Cisco’s stated goal here is to 
“deliver the efficiency of cloud tech-
nologies with the confidence that 
comes with a private network.”

Cisco outlines three assurances 
that integrated management, intel-
ligent routing, cloud connectors, 
and other components of Cloud 
Intelligent Network provide. These 
include ensuring an optimal user 
experience, a secure cloud connec-
tion, and simplified operations and 
management. To help ensure an op-
timal user experience, Cisco draws 
upon its technologies and products 
to target visibility (application-level 
insight, classify and manage appli-
cation sessions, enforce QoS, etc.), 
optimization (optimize bandwidth, 
accelerate applications, etc.), and 
survivability (enhance efficiency 
and availability of cloud storage for 
branch offices and remote sites). 

To help ensure secure cloud con-
nections, Cisco focuses products/
services on such areas as cloud secu-
rity (Cisco networking and security 
services are provided in virtual form 
for deployment in cloud settings), 
Web security (direct and secure ac-
cess to cloud services and the Internet 
from branch offices, 99.9999% uptime 
for cloud security services to branch 
office users, etc.), and unified VPN 
(support for next-gen encryption; use 
of the latest cryptography standards; 
user authentication, authorization, 
and accounting; etc.). 

Where operations and management 
are concerned, Cisco states most IT 
departments currently use various 
nonintegrated, siloed management 
products, which makes “the man-
agement process manual and error-
prone.” Cisco, however, provides 
solutions targeted at branch-office 

The Cisco Cloud Intelligent Network is part 
of a larger portfolio that includes cloud-
based applications and services for a unified 
approach to leveraging the cloud.

CLOUD CHALLENGES
Of the more than 1,300 IT profes-
sionals surveyed for the 2012 “Cisco 
Global Cloud Networking Survey,” 
20% of the organizations involved 
in the survey planned to have more 
than 50% of their apps in the cloud 
by 2012. Despite this, several chal-
lenges and concerns exist for IT and 
companies when moving to cloud 
services. For instance:

37% of the IT pros surveyed 
stated they consider a cloud-
ready WAN (wide area net-
work) to be the most important 
infrastructure for the cloud 
64% cited performance as a 
key challenge for using cloud 
services
66% cited security and policy as 
a key challenge
60% cited management as a key 
challenge 

The Cisco Cloud Intelligent 
Network is designed to address 
each of these areas and help com-
panies get their enterprise networks 
ready for cloud migrations. 
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Several distinct forces are helping 
drive new trends in the workspace, 
Cisco believes. These forces and 
trends are collectively bringing about 
a “new collaborative workspace,” one 
that Cisco reasons can enable com-
panies to implement a “platform of 
communications and collaboration 
capabilities” deliverable to every 
user. Embracing these trends will be 
key for those companies that want 
to realize new levels of business in-
novations and efficiencies. Also key 
is uncovering expertise potentially 
hidden within organizations and more 
closely engaging with employees, cus-
tomers, and partners, things better 
communications and collaboration can 
make possible. To create such a “new 
collaborative workspace” environ-
ment, Cisco offers a range of products, 
services, and solutions covering UC 
(unified communications), presence, 
conferencing, cloud computing, video, 
and other areas. 

A NEW VISION
The new collaborative workspace 

that Cisco depicts is one that alters 
the historical enterprise focus of the 
traditional deskbound PC as the 
worker’s hub for communications 
and collaboration. In its place is a 
new model that complements that 
PC-employee dynamic by incorpo-
rating communications and collabo-
ration software that any device can 
run from any location on any net-
work. Overall, this new workspace 
makes communications and collabo-
ration possible in ways a traditional 
client-server desktop environment 
can’t, with the result essentially being 
new ways to realize new innovation, 
productivity, and cost savings.

Cisco Envisions Change
A “New Collaborative Workspace” For Today’s Employee

Trends such as the explosive 
growth of smartphone use, the con-
sumerization of technology, and the 
shift of to deliver applications via the 
cloud have combined forces to drive 
one of the most significant transfor-
mations of the IT industry in the last 
20 years, Cisco asserts. Other factors 
impacting the transition include the 
growing importance and influence 
of social networks and the general 
pervasiveness of video usage among 
all users. Each of these factors has the 
potential to change how corporations 
buy, deploy, and use technology. 

Combined, however, they are chal-
lenging a long-held IT assumption 
that the PC is the center of the em-
ployee’s productivity and collabora-
tion worlds.  

Specific to enterprises, smartphones 
and tablets now possess the capabili-
ties (e.g., 4G and Wi-Fi connectivity, 
high-quality screens, and front- and 
rear-facing cameras) required to en-
able the kind of rich communication 
and collaboration opportunities that 
many PCs can’t deliver. Where the 
consumerization of IT is concerned, 

a new generation of workers is en-
tering the workplace expecting IT 
to support the devices they want to 
use. Similarly, newer generations of 
workers expect to have access to the 
social networking, blogging, wiki, 
and other social tools they’re fa-
miliar with or, barring that, access to 
business-friendly equivalents, Cisco 
states. Leading companies that have 
embraced this movement are seeing 
benefits related to capturing customer 
opinions, providing real-time ser-
vice and location-based services, and 
crowdsourcing new ideas. 

Video, meanwhile, can improve 
service and save costs where confer-
encing and training are concerned 
but also benefit companies in new 
ways, such as in remote health care 
and banking services, live resolu-
tions for manufacturing problems, 
HR interviewing for remote employee 
candidates worldwide, and more. 
As with social networks and mobile 
devices, video is another technology 
that newer generations of workers 
have developed certain expectations 
around. That includes having the 
ability to use video as part of work-
place collaboration and having access 
to video resources across multiple 
devices, platforms, connection types, 
locations, and connectedness modes 
(i.e., real-time vs. offline).

Based on these forces, Cisco char-
acterizes the new collaborative work-
space as being mobile (users can 
access their workspace wherever they 
are located), social (communication 
can occurs in more than just a one-
to-one manner, such as one-to-many 
and many-to-many), visual (video is 
integrated in numerous ways), and 
virtual (private or public clouds will 

Embracing new 
communication

trends in the 
workplace is key 
to gaining new 

levels of 
innovation

and efficiency.
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and the generation of better customer 
responsiveness through faster access 
to expertise and information within 
the company.

To enable truly natural any-to-any 
communication, Cisco claims that its 
approach, products, and services let 
employees use devices they already 
possess and to use them securely, and 
provide the best meeting conditions 
possible via Cisco TelePresence and 
WebEx integration. Cisco’s system 
also enables employees to collabo-

rate with others 
outside the com-
pany via video, 
UC,  and pres-
ence tools, and to 
keep costs down 
through the use of 
Cisco’s cloud de-
ployment models 
and vendor and 
platform interop-
erability.

To make video 
a natural part of 
c o l l a b o r a t i o n , 
Cisco says that 
just as it “made 
voice over the net-
work the standard 
for business,” it’s 
doing the same 
for video. Further, 
beyond having 
t h e  b r o a d e s t 
sui te  of  v ideo 
endpoints for in-

tegrating video, Cisco claims it has 
the “only business video architecture 
designed for scale, speed, and reli-
ability.” Where enabling collabora-
tion via the cloud is concerned, Cisco 
can provide a range of collaboration 
applications covering voice, video, 
Web, and customer care; deploy 
across private, public, and hybrid 
clouds; deliver virtualized applica-
tions and desktop clients through 
Cisco, its service providers, and its 
partners; and help to implement a 
consistent user experience across all 
models and devices deployed. ●

deliver applications, data, etc. se-
curely through intelligent networks 
that connect users’ devices). The end 
result is a user-centric communica-
tions and collaboration environment 
that provides workers the freedom 
to choose how they want to work 
in order to maximize the benefits 
of collaboration. 

Compared to the alternatives now 
in place, Cisco says the new collabo-
ration workspace enables personal-
ization, consistency across devices, 
t h e  a b i l i t y  o f 
users to decide 
how they want 
to receive infor-
mation and how 
they want others 
to communicate 
with them, and 
t h e  f l e x i b i l i t y 
for users to se-
lect their devices 
based on both 
personal prefer-
ences and the op-
tions available to 
them from the or-
ganizations they 
work for.

The new col-
laborative work-
space, says Cisco, 
natively provides 
messaging, voice, 
video, and con-
ferencing modes, 
w i t h  e a c h  i n -
cluding its own range of sophistica-
tion in terms of built-in capabilities. 
Furthermore, under the new work-
space model presence will grow from 
simply being a “free” or “busy” prop-
osition to include status, device, time, 
location, and available bandwidth 
parameters, thus enabling the best 
communications and collaboration 
experience among different parties. 

MAKING IT HAPPEN 
The power and goal of using collab-

oration technology is helping “people 
share as naturally as possible,” as 

Cisco puts it. Enterprises can get to 
such a position by empowering their 
employees to work without limits, en-
gaging them by providing collabora-
tion tools to connect to others, and 
enabling them to develop ideas and 
solve problems, Cisco states.  

The  archi tec tura l  approach 
Cisco takes to providing compa-
nies with the ability to forge such 
environments is one that builds in 
scalability, security, and accessi-
bility traits; it also blends mobility, 

video, and cloud functionality to 
enable users to collaborate at any 
time, from any location, using any 
device. Among the numerous ben-
efits Cisco sees growing from this 
type of extended workspace is the 
ability to develop better communi-
cation avenues  across all organiza-
tional levels. Benefits, then, include a 
flattened hierarchy, faster and better 
decision making capabilities, the 
ability to bring products to market 
more quickly, increased productivity, 
various cost savings (think time, real 
estate, energy, and travel expenses), 

SOURCE: CISCO SYSTEMS (FOR MORE INFORMATION VISIT BIT.LY/WBHNSR)
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If you’re looking to move your entire 
data center off-site or just need a little 
extra capacity but have no more room 
in your internal facility, then colocation 
is a popular solution that may fit your 
organization’s needs. But before you 
dive in and start signing agreements, 
it’s best to understand the ins and outs 
of data center colocation is and how it 
can benefit your company. 

“At its most basic level, data center 
colocation is the rental or leasing of 
floor space within a third-party data 

Colocation Hosting
Pros & Cons
Comfort Is Key When Entering Into A Colocation Agreement

center, typically shared with other cli-
ents as well, for a monthly fee,” says 
Douglas Toombs, research director at 
Gartner (www.gartner.com). Instead of 
needing to focus your internal IT re-
sources on providing power, cooling, 
and space to servers and other on-
premises infrastructure, you can instead 
have it hosted off-site and focus more 
on running your business. 

However, colocation doesn’t nec-
essarily mean that you have to move 
everything over to an off-site facility. 

In fact, according to Jenna Maertz, con-
sulting analyst at Info-Tech Research 
Group (www.infotech.com), “Sixty-four 
percent of organizations engage in 
some form of data center colocation 
services, but over 77% do not outsource 
the entire data center. Instead, they out-
source a subset of physical servers that 
require extra recovery and availability, 
while leaving the rest in-house.” 

Colocation is highly flexible when 
it comes to potential use cases, but 
the decision to move equipment and 

Choosing a provider is the 
most important part of the 
process, so it’s important 
to find one that offers the 
right services but that will 
also be a reliable partner 
for years to come. 

Colocation provides many 
benefits, including up-
front cost savings, access 
to more advanced equip-
ment, shorter-term leases, 
tenant interconnectivity, 
and more.

There is the potential 
for latency issues; 
depending on location, 
you have less control 
over the layout; and it 
can sometimes be more 
cost-effective to build.

Colocation is a fit for almost any 
company in almost any industry, 
but it ultimately comes down to 
the specific needs and comfort 
level of the business. Providers 
are also working to overcome 
compliance issues.

 Key 
Points
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consumption and monitoring than is 
readily available internally.”

“Colocation can be a means for cus-
tomers to gain better access to large 
amounts of bandwidth at a low cost,” 
says Tombs. “The selection of band-
width providers in colocation facilities 
is often quite broad as well, with some 
facilities having over 100 carriers to 
choose from for bandwidth services.” 
These benefits are what make colocation 
more economically feasible for smaller 
companies as well as large ones.

Another big benefit of colocation is 
that because you’re sharing one small 
part of a much larger environment with 
other tenants, you have the potential 
not only to scale out at will, but also to 
take advantage of interconnectivity with 
other hosting providers. “Suddenly, you 
have an ecosystem of partners available 
for a cheaper partnership or a partner-
ship that will have a lower latency ex-
perience because they’re in the same 
facility,” says Vargas. 

infrastructure off-site shouldn’t be taken 
lightly. There are many factors that go 
into not only deciding whether or not to 
make the move, but also in selecting a 
colocation provider that you can trust to 
host your infrastructure and protect it. 

WHAT TO LOOK FOR
While the basic definition of coloca-

tion revolves around renting out space 
to house infrastructure in an off-site fa-
cility, there are actually quite a few dif-
ferent types of colocation agreements. 
For instance, says Sophia I. Vargas, a 
researcher at Forrester Research (www.

forrester.com), most providers will allow 
you to ship your equipment to the 
facility and then the provider’s em-
ployees will set up everything for you. 
From there, you can run the equip-
ment yourself from off-site, or you 
can inquire as to whether the provider 
“will provide more hands on services, 
maybe going up to monitoring and 
management of the infrastructure,” 
Vargas says. 

Maertz agrees, and says that typical 
arrangements consist of a pure location 
agreement where it’s your equipment 
at the provider’s site with you man-
aging certain aspects of it; dedicated 
hosting where it’s their equipment, 
their site, and you still manage some 
aspects; managed services where “they 
manage every aspect of the engage-
ment;” and cloud options consisting 
of software, platform, or infrastructure 
as a service. Maertz says “clients that 
utilize a hybrid model of these services 
often have the most successful engage-
ments,” so the agreement ultimately 
depends on how much control you’re 
willing to give up. 

And most of all, Vargas says that 
moving to colocation is such a major 
change that it’s important you trust 
your provider and see them as “a stra-
tegic partner for you and your com-
pany.” She adds that “whether that’s 
having a higher level of support and 
SLAs or being able to visit the site and 
have a comfortable experience, it’s the 
little things that ease that culture shift 
as you make this kind of decision.”

MAJOR BENEFITS
One thing you’ll find with data 

center colocation is that there are almost 
too many potential benefits to name. 
“Benefits include immediate improve-
ments in stability and availability, phys-
ical security and operating cost,” says 
Mark McClelland, vice president of in-
formation technology and co-founder 
of Mainstream Technologies (www.main

stream-tech.com). “Instead of having to 
incrementally acquire these improve-
ments through some costly and risky 
build-out process, companies can move 
into an existing facility with the desired 
redundancies and economies of scale. 
Companies colocating their equipment 
also avoid costly capital expenditures 
for infrastructure by paying for infra-
structure in consistent, predictable oper-
ating expenses as part of the colocation 
agreement. Most colocation arrange-
ments also result in increased flexibility 
by allowing for more granular resource 

“In addition to providing data center space 
and the security that goes with it, some co-
location providers will also offer varying 
degrees of managed services, interconnec-
tions between customers within the same 
facilities, Internet bandwidth, and even 
non-data center space, such as employee 
work areas and conference rooms.”

Douglas Toombs

research director, Gartner

“Sixty-four percent of organizations en-
gage in some form of data center colocation 
services, but over 77% do not outsource the 
entire data center. Instead, they outsource a 
subset of physical servers that require extra 
recovery and availability, while leaving the 
rest in-house.”

Jenna Maertz

consulting analyst, Info-Tech Research Group
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sizes and in almost any industry can 
benefit from colocation. In fact, Maertz 
points out that an Info-Tech survey 
“found that over 50% of health care 
organizations, 57% of government 
organizations, and 67% of financial 
services organizations that colocated 
all or part of their data center expe-
rienced a successful colocation en-
gagement.” Similar Info-Tech studies 
found that “a successful colocation 
engagement can be realized by both 
small and large organizations,” ac-
cording to Maertz. 

Vargas goes on to say that colocation 
is “a fit for anyone where custom-built 
hardware, servers, and facilities are not 
core competencies.” This means that if 
you don’t run a company that is built 
mainly on technology and provides 
technology products or services to your 
customers, then you should probably 
focus on making your internal data 
center(s) the best they can be rather 
than opting for a colocation agreement. 

Even though Maertz, Vargas, and 
Toombs agree that companies in 
even the most heavily regulated in-
dustries, such as health care, govern-
ment, and financial services, have seen 
success with colocation, it sometimes 
comes down to the cultural barriers 
of moving infrastructure to an off-
site facility where you have less vis-
ibility and less control. It’s important 
to compare vendors, make sure they 
are certified to handle your infrastruc-
ture, and then take your time deciding 
whether or not to enter into an agree-
ment. These services are increasingly 
safe and cost effective, but your com-
fort level will determine a lot. ●

This opens up opportunities for 
cloud computing integration, if you’re 
interested in that technology but re-
luctant to go all-in. “For any company 
that’s thinking about expanding into 
the cloud, going to colocation can re-
ally play into that cloud strategy plan,” 
says Vargas. “If you’re in a colocation 
facility that houses other types of service 
providers, that will make it an easier 
opportunity for a cross-connect or inter-
connection between your environment 
and that available cloud environment.” 
You can ease your way into the cloud 
and gain access to low-latency services 
housed in the same location as yours. 
It’s a way to overcome the cultural shift 
of moving infrastructure away from 
your main facility. 

Another one of the most common use 
cases for colocation is disaster recovery. 
Vargas says that instead of having to 
pick a site “that’s outside of the risk pro-
file of your current facility” and then 
have to go out and build there, you 
can use a colocation provider that will 
“allow you to expand into a region with 
a different risk profile to build a backup 
site.” It can be cost-prohibitive for some 
companies to build an off-site facility 
specifically for backup and disaster re-
covery, so using a colocation provider 
as a disaster recovery strategy can save 
money up front and offer peace of mind. 

POTENTIAL DISADVANTAGES
As with any technology, there are 

some drawbacks to colocation that 
could affect some companies more than 
others. For instance, if you have a highly 
technical data center that’s arranged in 
a specific way, “there are going to be 
more limitations in terms of the layout 
and physical architecture of the facility” 
if you opt for a colocation arrangement, 
Vargas says. And if your company puts 
an emphasis on energy efficiency and, 
more specifically, sustainability and 
environmental initiatives, you’ll have 
some customization opportunities. 
However, “because you’re generally on 
an open floor or in a cage, you’re sub-
ject to the environment of the lowest 
common denominator,” Vargas adds. 

Colocation also brings up issues of 
latency and downtime. Latency and 
performance drop-offs due to net-
working restrictions and distance are 
possible. Plus, if you host quite a bit 
of your infrastructure off-site and a 
problem arises at the colocation facility, 
you may lose access to mission-critical 
systems. 

According to Toombs, you should 
also consider the long-term financial 
ramifications of renting a facility. “As 
with anything else in life, if you have 
very steady, predictable long-term 
needs, building will typically always be 
cheaper than leasing in the long-run,” 
he says. “In some of our modeling tools 
we’ve built for Gartner clients, we’ve 
found that the break-even time frame on 
build vs. lease is around seven to eight 
years for an average data center build-
out.” Vargas also warns that sometimes 
you only sign up for a three- to five-year 
contract, and if for some reason the pro-
vider becomes “overcommitted,” you 
may be forced out to make room for 
other clients. 

Vargas recommends that companies 
also make sure that the colocation pro-
vider offers a proper level of security, 
whether it’s “a ram-proof fence out-
side, multiple security guards, or some 
sort of thumb print scanner on your 
cage,” Vargas says. If you require the 
highest level of security possible, that 
raises a different question altogether.

IS IT A FIT FOR YOU?
The answer to this question de-

pends entirely on your company’s 
philosophy toward IT in general, but 
for the most part, companies of all 

“The number and level of services you’re 
looking for out of a provider are going 
to be all over the map depending on the 
provider. It’s really just casting a wide net 
and seeing what services are available.”

Sophia I. Vargas

researcher, Forrester Research
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The phrase “big data security” is 
growing in popularity, tagging along 
with the rising number of big data so-
lutions hitting the market. What the 
phrase means, however, depends on 
how it’s used. There is an interesting 
trend brewing that involves the use of 
big data for improving security, as we 
have discussed in a previous issue, and 
then there is the concept of providing 
security for big data itself. The latter is 
what this article is about.

NEW DATA REALITIES
The same risks that apply to any data 

leaks also apply to big data leaks. When 

Securing Big Data
Security Issues Around Big Data Solutions

valuable information escapes the orga-
nization’s control, it can result in reg-
ulatory non-compliance and generally 
damage the reputation of the organiza-
tion and its brands. Furthermore, these 
negative outcomes grow in proportion 
to the extent to which the leaked data is 
shared. If competitors receive the leaked 
information, for example, any advan-
tages the organization has relative to 
those competitors may be compromised.

Historically, these risks have been 
fairly easy to minimize because most or 
all of an organization’s information was 
stored within its own walls. The com-
mingling of the Internet with corporate 

networks introduced the added threat 
of malicious hacking from remote, un-
known sources, but business informa-
tion still largely remained within the 
organization’s walls. 

Along with cloud computing, big 
data introduces the potential of new se-
curity problems because its reach can 
extend beyond the organization’s phys-
ical premises and include information 
created and stored entirely on the Web, 
such as in social media services and 
Web-based applications. Conversely, 
files and other data that might have 
traditionally been created and stored 
in-house are now exposed to the cloud 

It used to be much easier 
to secure an organization’s 
data. With cloud comput-
ing, big data, and other 
solutions, securing all 
related data has become 
more challenging.

Big data’s reliance on traf-
fic between many nodes, 
both inside and outside 
the walls of an organiza-
tion, means traditional pe-
rimeter security methods 
aren’t good enough.

Unstructured data 
makes up a significant 
portion of big data. Its 
presence becomes a 
security issue because 
there is so much of it 
and some of it is shared.

Sensitive corporate data, per-
sonally identifiable information, 
and public information might 
all be part of the mix in your 
big data solution. Identify what 
types of data are in use and 
secure them accordingly.

 Key 
Points
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stream of data which really has to be 
secured and managed and maintained 
as it’s moving.”

Big data solutions are popular right 
now because they offer useful intel-
ligence. Big data solutions are able to 
thrive, however, because of two essen-
tial factors: employees are continuing 
to generate a variety of data using a 
growing number of applications and 
Web services, and organizations now 
have access to huge (and constantly 
growing) storage capacities at lower 
prices than ever before. As Menting 
puts it, “there’s no going back.” Because 
of the conditions that exist today, she 
says, there exists a sense that old data 
never has to be deleted and new data 
will continue to grow. Now, she adds, 
“it’s just a matter of how to best manage 
it or look at solutions that are close to 
home when you’re thinking about com-
pliance or regulations.”

TRICKY ISSUES
As cloud computing adoption rates 

have risen, existing security solutions 
have broadened in scope to address 
concerns about data access, manage-
ment, and storage. Because some 
of these changes are applicable to big 
data, many companies rely on updates 
to their existing security systems as 
they wade into the big data analytics 

in the form of email attachments, so-
cial media posts, and the use of online 
storage services. 

“Back-end systems,” says Derek 
Brink, vice president and research 
fellow, IT Security, for Aberdeen Group 
(www.aberdeen.com), “no longer refers 
only to the networks, hosts, storage, and 
applications within the enterprise server 
room or data centers—it also refers to 
virtualized IT infrastructure, whether 
on premises or in the cloud.” Likewise, 
“networks” doesn’t refer only to “elec-
tronic interconnections and communi-
cations protocols between systems—it 
also refers to social connections and col-
laboration between people.” And “end-
points,” says Brink, “no longer refers 
only to the devices that are centrally 
procured, provisioned, and managed by 
the enterprise IT function—it also refers 
to the distributed and highly mobile 
devices that are increasingly procured, 
provisioned, and managed by enter-
prise end-users themselves.”

These widening definitions reflect 
new realities in device usage and data 
proliferation. “What this means,” says 
Brink, “is simply that the confidential 
information and intellectual property 
that your organization wants to protect 
is increasingly likely to be flowing from 
back-end systems that it doesn’t con-
trol, through networks that it doesn’t 
control, to endpoints and end-users that 
it doesn’t control.” Security solutions, 
then, must address these realities. 

KNOW THE SOURCE
Knowing what big data solutions 

do and identifying the source of the 
data that feeds them are key to under-
standing big data security. “A big part 
of big data now—even though it’s being 
done automatically for the management 
system or for security—is to know how 
it’s being collected, when it’s being col-
lected, from which devices, how that all 
fits together, and who has the overall 
management of that data,” says Michela 
Menting, senior analyst, cyber security, 
ABI Research (www.abiresearch.com), 
“because if you don’t know what’s 
going on then it’s very difficult to then 

ensure security or give access to the 
right person or the right machine.”

According to an Aberdeen study 
conducted in 2012, “an estimated 48% 
of enterprise data is unstructured, up 
from an estimated 40% in an Aberdeen 
study from June 2009,” says Brink. Data 
from “documents, spreadsheets, and 
presentations is nearly ubiquitous; data 
in multimedia formats (such as video 
files, audio files, and still images) in par-
ticular is proliferating quickly, both in 
volume and in variety.”

In addition to identifying the data 
sources, then, it’s also important to un-
derstand that the tap is fully open, so 
to speak, and that data is pouring out 
in great quantities and at great speed. 
These make up what analysts refer to 
as the “three Vs”: variety, volume, and 
velocity. Add machine-created data 
to the mix—including data from sen-
sors in appliances, utility equipment, 
retail locations, consumer electronics, 
and more—and the big data big picture 
grows even larger. “Data is being cre-
ated so quickly,” says James Alexander, 
senior vice president, Info-Tech Re-
search Group (www.infotech.com), “and 
not just in terms of how we as humans 
are creating it. There are [also] billions 
and billions of sensors in billions and 
billions of devices that interact with 
each other, and that creates this digital 

Companies should be aware that big data 
is “difficult to capture, difficult to store, 
difficult to secure, difficult to manage, and 
difficult to use.”

James Alexander

senior vice president, Info-Tech Research Group

“Email—and the widespread use of at-
tachments—is not only a primary source 
of data, but can also be a challenge with 
respect to compliance . . .”

Derek Brink

vice president and research fellow, IT security, Aberdeen Group
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pool. There are issues related to the col-
lection, storage, and use of larger quan-
tities of data, however, which warrant 
investigation for companies using big 
data solutions.

User-generated unstructured data is 
one important consideration. “The fact 
that unstructured data has become so 
important—and so easy to share—is 
one of the biggest challenges to man-
aging and protecting it,” says Brink. 
“Even if there are established policies 
regarding its use, and even if end-users 
are aware of them, many will disregard 
those policies as they get caught up in 
the momentum of carrying out their 
daily tasks.”

Although storage system capacities 
have grown beyond the imagination 
of many long-time data center man-
agers, the issue of access remains a 
challenge because big data solutions 
make active use of stored data. This 
differs from, say, archiving email mes-
sages. “If you didn’t ever need to use 
the data, it would be relatively simple 
to stick it on a tape somewhere, stick 
the tape in a vault under a mountain 
in Colorado, and call it a day,” says 
James Quin, director of research with 
Info-Tech Research Group. “But it’s the 
fact that it has to be available, it has to 
be shared, it has to be integrated, and 
it’s all moving at the speed of light . . .
that’s what creates the complexity in 
terms of the fact that the security job is 
never done.”

WHERE’S MY PERIMETER?
Placing a wall of security around an 

organization’s data is clearly an out-
dated and insufficient concept when 
cloud computing, big data, and other 
beyond-the-wall solutions are in-
jected into the mix. Although using 
firewalls and other means to protect 
internal data remains highly relevant, 
extending a perimeter-based approach 
to securing big data can result in choke 
points. “In smaller data,” says Menting, 
“you can sort of build what you tradi-
tionally do: a kind of security perimeter 
around it. That becomes much more 
difficult for big data because you might 

“Information governance has always been 
a big thing within companies, but it be-
comes much more complicated once you 
talk about big data.”

Michela Menting

senior analyst, cyber security, ABI Research

“With or without big data, there still is a 
lot of work to be done in terms of device 
security.”

James Quin

director of research, Info-Tech Research Group

have data out there on different cloud 
servers, for example, off-site, not neces-
sarily on premises.”

“Really,” says Quin, “I think where 
the concerns come about are in terms 
of the architecture, of the technologies 
that are required to manage a big data 
environment, or to operate a big data 
environment. Big data computing ca-
pability looks different than small data 
computing. It really is based on a very 
complex clustering of computers, and 
massive, massive data stores. And be-
cause the data stores are so big, it’s typ-
ically again spread out across a large 
number of individual silos.” 

It’s vital then, in a big data environ-
ment, to secure the silos or nodes and 
the connections between them. Failure 
to take that approach—to instead se-
cure big data as if it were no different 
from small data—can mean that all 
nodes, as well as traffic between in-
ternal and external data stores, are pro-
tected at a single, overarching point. 
This means that a failure at that point 
can paralyze communications between 
the overall environment.

A UNIFIED APPROACH
A strong big data security solution 

addresses all of its nodes and how 
data travels between those nodes. In 
general, says Alexander, it’s “going to 
do one of two things: it’s going to be 
looking at that big data infrastructure, 

that cluster that as it were, as a holistic 
entity, and providing some kind of se-
curity bumper around the perimeter 
of that cluster as a whole; or it’s going 
to be some form of capability that ex-
ists within and between the nodes of 
the cluster.” The idea, Alexander adds, 
is that the security solution will make 
sure that “the sharing of information 
between the nodes is done in a con-
fidential manner that respects poten-
tially sensitive information, that nodes 
can’t just be added to the cluster willy 
nilly, and that there’s a measure of 
diligence in terms of how nodes are 
brought into the cluster to participate 
in the sharing, exchange, and pro-
cessing of information.”

When attacking security problems 
related to big data, some security ven-
dors take a UTM (unified threat man-
agement) approach, says Menting. 
UTM systems “are traditionally used 
to look at traffic,” she says, “and ana-
lyze in that traffic what is abnormal 
and what could potentially be mali-
cious.” Such vendors have modified 
these products for big data, so that 
“rather than having just one big pe-
rimeter, they sort of replicate the big 
data model in the sense that they have 
their solution going around the dif-
ferent clusters of data. So rather than 
having one big perimeter they’ll have 
lots of smaller perimeters inside the big 
data solution.” ●
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Depending on a company’s situa-
tion, the maintenance fees software 
vendors are collecting from it can be 
anything from an accepted reality to 
an expenditure that needs serious 
re-evaluating. Whatever the stance, 
maintenance fees generally aren’t 
cheap, and for some companies this 
raises the question of whether they 
are getting their money’s worth.

In a 2013 survey of CIOs, research 
firm Gartner (www.gartner.com) found 
that maintenance fees were reported 
as one of eight disruptive forces that 
could lead to sudden increases in 
IT asset costs if not managed pro-
actively. Software vendors, Gartner 
states, are “increasingly dependent 
on and protective of” maintenance 
fees, which are rising steadily and 
becoming “more difficult for ITAM 
[IT asset management] and IT pro-
curement managers to reduce, even 
when the software is not in use.” 

Paying Too Much?
What Companies Can Do To Address Software Maintenance Fees

This article examines the structure 
of maintenance fees and what they 
mean to companies.

THE PURPOSE
The maintenance fees businesses 

pay to vendors essentially cover two 
areas for the software they’ve li-
censed: (1) ongoing technical support 
and (2) development (which includes 
upgrades, bug fixes, innovations, and 
regulatory updates). There is some-
times confusion, however, about the 
intricacies  of what maintenance fees 
entail, says Bob Igou, research di-
rector for software support services 
with Gartner. He’d prefer the term 
“maintenance fees” be abolished in 
favor of something more telling like 
“product updates and support.” 

To receive product updates and
support, businesses typically pay a 
percentage of a product’s original li-
cense price as an annual fee. Vendors 

designed maintenance fees to provide 
bug fixes and updates to future capa-
bilities, says R “Ray” Wang, principal 
analyst and founder of Constellation 
Research (www.constellationr.com). 
Fees “used to be five to 10% a decade 
back for maintenance and five to 10% 
for updates,” he says. “Vendors rolled 
them together, and they’re now about 
20% on average per year of the total 
license cost.”

Large vendors of common enter-
prise apps reportedly rely on mainte-
nance fees to generate upward of 85% 
of their profits and 50% or more of 
their revenues. Wang says that while 
vendors indicate “they’re putting the 
fees toward maintaining software,” 
he estimates even vendors of products 
seven years into existence make 70 to 
85% profit from fees. 

Sandi Conrad, Info-Tech Research 
Group (www.infotech.com) senior con-
sulting analyst, says annual rates for 
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among vendors, but it’s a notable in-
crease for that particular phase,” Igou 
says. A third “custom support phase” 
sees the vendor doing nothing re-
garding new bug fixes, patches, or 
workarounds. Customers are entitled 
to what has been released previously, 
“but there’s really no longer any 
product updates, patches, or fixes,” 
Igou says. At this stage, he says, sup-
port either stops altogether or be-
comes a custom proposition. 

“So, do customers get their mon-
ey’s worth?” Igou asks. “Early in the 
product life, yes,” he says, because 
companies get a full stream of new 
features and bug fixes. Further, if 
using a new product, maintenance is 
likely “a lifeline in terms of its value 
because there are things about the 
product that may not work correctly 
and/or the customer needs support 
during the implementation of the ap-
plication,” Igou says. Especially with 
more sophisticated products and 
complex solutions, there’s a need for 
support early on, he says. Value does 
fall off in the extended support phase 
and beyond because companies are 
paying more in some form and the 
vendor is no longer providing as 
much, Igou says. 

From the vendor’s  perspec-
tive, Igou explains, having a large 
number of customers using product 
versions in the extended support 
phase or beyond “represents a cer-
tain type of workload for them.” 
Rather than devoting engineers 
and support to newer product ver-
sions, for example, vendors must 
retain some capability to sup-
port customers of older releases. 
Eventually, vendors “can’t go on 
providing bug fixes, product en-
hancements, etc., for older versions 
of products,” Igou says. “That’s why 
there’s that window in the main-
stream support phase where they’ll 
provide all those service features, 
so that the customer is successful in 
[the] use of the technology and be-
cause the customer has paid for this 
level of service.”

It’s important to note that in most cases 
maintenance fees are charged against 
the product’s original license and not a 
discounted one the company may have 
received. “The vendor may entice you to 
come in on a license at, say, 50% off and 
provide a fantastic deal on the license 
price, but the maintenance is based on the 
original license price.”

Sandi Conrad

senior consulting analyst, Info-Tech Research Group

maintenance fees generally range 
from 10 to 30%. While pricing has 
remained steady over recent years, 
Igou says, many vendors do have 
provisions in their contracts for an-
nual rate adjustments comparable to 
“a cost of living adjustment” to the 
order of about 3%. 

Conrad says it’s important to note 
that in most cases maintenance fees 
are charged against the product’s orig-
inal license and not a discounted one 
the company may have received. “So 
the vendor may entice you to come 
in on a license at, say, 50% off and 
provide a fantastic deal on the license 
price, but the maintenance is based on 
the original license price,” she says. 

MONEY’S WORTH?
Some businesses struggling to fit 

growing maintenance fees into their IT 
budgets are left questioning whether 
they’re receiving value for what 
they’re paying. This can be especially 
true for companies that are using cer-
tain software products infrequently 
(such software is referred to as “shelf-
ware”) or running an older version 
to which the vendor devotes fewer 
developments or innovations. Paying 
maintenance fees on “shelfware,” 
Wang says, is the “worst type of cost.”

Generally, maintenance fees help 
vendors fund product road maps. A 
vendor that releases upgrades once or 

twice a year, Conrad says, is generally 
providing good value in additional 
features, product tweaks, enhanced 
usability, and so on. Vendors that up-
grade, say, every eight to 30 months, 
however, may provide less value. 
“Yes, they may be using that money 
to fund these major upgrades, but the 
client doesn’t necessarily see that ben-
efit if it comes out every two years,” 
she says. 

Wang says he believes many 
companies don’t get their money’s 
worth overall from maintenance fees 
“because they fail to upgrade their 
software and actively push for their 
requirements. Vendors tend to go 
where the squeaky wheel is,” he says. 
“Users are forced to pay a lot for little 
in return.”

Igou, meanwhile, says today 
nearly all vendors have moved from 
old support models that essentially 
say “we support three versions back” 
to a three-phase support strategy. 
These include a “mainstream sup-
port phase” covering typically five to 
seven years during which customers 
“get the full ball of wax” in terms of 
upgrades, updates, patches, support, 
regulatory updates, and functionality 
enhancements. A second “extended 
support phase” provides patches and 
bug fixes but no new product func-
tionality. “And by the way, you pay 
an uplift during this period. It varies 
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are paying more, maybe upward 
of 10% a year. That can be a pretty 
heavy increase on what can be a 
multimillion dollar per year annual 
costs just for one vendor.” 

Consequences  for  dropping 
maintenance contracts can vary 
depending on the vendor. Some 
will penalize clients, Conrad says. 
“So, if you drop maintenance but 
five years later want to upgrade 
and get  the latest  technology, 
sometimes the vendor will say, 
‘OK, well you had maintenance 
five years ago, so we’re actually 
going to charge you back mainte-
nance for that time frame,’” she 
says. Other vendors will require 
a company to buy the upgrade to 
get maintenance reinstated before 
moving forward. “They basically 
look at it as, ‘This is a point in 
time, we’ll give you a little penalty 
by making you upgrade, and from 
there you’re back in the program,’” 
she says. 

Yet  other  vendors wil l  say, 
“OK, not a problem if you want 
to drop the maintenance, but basi-
cally you’ll have to buy the license 
again” when it’s time for renewal, 
Conrad says. Ultimately, it’s impor-
tant for any company to understand 
what the vendor is offering in terms 
of maintenance and what the penal-
ties are for dropping the program. 
Companies should also do a cost 
analysis “because sometimes from 
a cost perspective it’s advantageous 
to the company to stop paying 
maintenance and then pay for a 
new license or upgrade fee when 
you’re ready to do that upgrade.” ●

FEELING LOCKED IN
A frustration some companies 

voice is a sense of being locked 
into support and maintenance fees. 
Igou say this feeling is largely ac-
curate because the majority of the 
software market is made up of pro-
prietary software, meaning only 
the vendor can provide new up-
dates for a given product. Further, 
many enterprise-class applications 
are complex systems, and switching 
to a similar product from another 
vendor would be a major effort. 
Additionally, almost all vendors 
bundle maintenance with support, 
Igou says. “It’s the bundling of 
maintenance and support that cre-
ates a monolithic market because 
the only service providers that can 
deliver [support] are the software 
vendors themselves,” he says, with 
very rare exceptions.

When this is the case, Conrad 
says, companies should evaluate 
how often they use 
support services as 
part of their renewal 
processes. “Was it used 
24/7 or just as regular 
s t a n d a r d  s u p p o r t ? 
What are you planning 
to do with the product? 
If the vendor is looking 
at doing major up-
grades, then keeping 
the maintenance in 
place probably makes 
sense,” she says. “If 
the vendor isn’t doing 
anything in innova-
tion over the next few years, maybe 
dropping it is right.”

In terms of saving money from 
maintenance fees,  Conrad says 
many companies are their own 
worst enemy because they buy 
maintenance programs and put the 
contracts on auto-renewal. “They 
may be paying for maintenance for 
five or 10 years on a product, but 
when you go through their road 
map, they find they haven’t up-
graded the product in five years 

or they’ve discontinued use of the 
product, but it’s still on auto-re-
newal for maintenance.” If no one 
is using a product, she says, “get 
those off the contracts. If there’s a 
product you’re planning on cutting 
out in the next year, it’s a good time 
to get it off the contract.” Conrad 
suggests reviewing maintenance 
fees annually and putting someone 
in place to review contracts several 
months prior to their renewal. 

Conrad also advises questioning 
vendors about their product road 

maps, what challenges 
they anticipate, where 
the vendor sees the 
market heading, and 
so on. Some vendors 
will indicate new in-
novations are likely 
coming, while others 
will indicate they’re 
waiting “for everyone 
to catch up and see 
what  comes  next ,” 
meaning customers 
shouldn’t expect much 
in new upgrades. “As 
a product  matures, 

you do see less and less innovation 
from some companies,” she says. 

Another tactic for companies 
good at negotiating initial con-
tracts, Igou says, is potentially 
eliminating any type of annual 
rate adjustments for support and 
maintenance fees or enforcing a flat 
rate for the contract’s life. “If a cus-
tomer is not successful in this ne-
gotiation, [the company] might be 
paying on the order of that 3%, and 
I definitely talk to customers who 

“So, do customers get their money’s 
worth? Early in the product life, yes,” 
because companies get a full stream of 
new features and bug fixes.

Bob Igou

research director for software support services, Gartner

Consequences
for dropping 
maintenance
contracts can 

vary depending 
on the vendor. 

Some will 
penalize clients.
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Dive into the topic of M2M (ma-
chine-to-machine) networks and you’re 
confronted soon enough by huge num-
bers related to the industry’s projected 
growth, potential benefits, and compo-
nents that M2M incorporates. Take a 
February 2013 report from The Carbon 
War Room (www.carbonwarroom.com), for
example, which states in the coming 
decade the M2M industry will main-
tain 23% annual growth rates, bolstering 
its worth from $121 billion currently to 
nearly $950 billion by 2020. 

Why such growth? As the report 
states, in recent years, “we have moved 
beyond simply using our machines to 
connect with other people” to program-
ming “them to connect directly to one 
another.” The result is a “collection 
and processing of information on an 

Machine-To-Machine 
Networks 
How M2M & The “Internet Of Things” Are Changing Businesses

unprecedented scale.” For businesses, this
means a multitude of new opportunities. 

Tightly connected to M2M is the so-
called “Internet of Things,” or the scores 
of diverse devices (smart utility meters, 
for example) that are Internet-connected 
and communicating with one another. 
Depending on the source, projections 
estimate there will be anywhere from 25 
billion to 50 billion such devices by the 
end of the decade.  

Although M2M networks aren’t ex-
actly new (roots trace back roughly 15 
years), M2M and the Internet of Things 
are gaining massive momentum due 
to a growing importance and reliance 
on big data and business intelligence 
by businesses. The following explores 
what M2M networks are and the impact 
they’re making. 

DISSECTING M2M
Essentially, says Kathryn Weldon, 

research director, business network 
and IT services with Current Analysis 
(www.currentanalysis.com), M2M con-
nects all types of devices and ma-
chines to a network (usually a cellular 
one) so the machine can send an array 
of useful status information to a cen-
tral or cloud-based server an enter-
prise generally owns. “The enterprise 
can then process the data and use it 
to not only be better informed about 
whether the device is working, but 
also about its environment via, for ex-
ample, gauges that measure the cur-
rent and likely future health of the 
machine,” she says. 

Rituparna Roy, TechNavio marketing 
manager (www.technavio.com), describes 
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and growing medium for real-time 
insight into and delivery of value to 
customers. Injecting additional intel-
ligence into these extended networks, 
he says, enables new functionality and 
thus value to be delivered but also 
lets business “extract net new revenue 
streams and experiment with new 
business models.” Rommel says, for 
example, “think about the growing 
interest in data plans in vehicles and 
how, soon, there will be more oppor-
tunity for user-selected applications to 
be downloaded.” Another example is 
tires-as-a-service, wherein consumers 
or commercial trucking operators could 
subscribe to a service that enables tire 
or car companies to dispatch service 
vehicles when flats occur or when tire 
wear reaches critical levels, he says.

Often, devices related to M2M net-
works are “dumb sensors” connected 
to a meter reader or various manufac-
turing equipment, Weldon says. The 
sensor sporadically sends data to its 
owner, providing data about the ma-
chine it’s connected to. Think of a 
utility, for example, that wants to read 
meters but without sending numerous 
technicians into the field to do so manu-
ally. Another example is a manufac-
turing company that wants to know 
devices in its factories are working 

M2M networks as those in which elec-
tronic devices communicate with each 
other through a wireless medium to 
capture an event and relay it via a net-
work. “This communication does not 
require human interference,” he says. 
“Machines and devices permit wire-
less access when they are linked to a 
separate M2M communication ter-
minal, incorporated into a wireless
M2M module, or when wireless chip-
sets are integrated into them at the
design stage.” Roy says these cellular
M2M modules are classifiable accord-
ing to the technology, such as 2G mod-
ules, 3G modules, 4G modules, and 
so on.

The cellular part of the M2M equa-
tion is important, Weldon says, be-
cause “a lot of this data-gathering is 
especially compelling if it can be done 
wirelessly and on a mobile basis.” 
Wi-Fi and other technologies are also 
often used inside buildings, and wired 
technologies can prove useful for fixed 
devices that send a lot of ongoing data. 
The processing of this big data set is 
a growing piece of the puzzle, she says. 
“There’s no point to collect all this data 
if you can’t use it to make processes 
more productive and intelligent and 
revenue-generating,” she says. 

A convenient way to describe the 
Internet of Things, says Matt Hatton, 
director at Machina Research (machina

research.com), is as the next phase of 
the Internet’s evolution in which all 
manners of devices (electricity meters, 
light switches, refrigerators, cars, etc.) 
are Internet-connected. “The most im-
portant point is that we are not just 
connecting them for their own sake,” 
Hatton says. “We are connecting them 
because it facilitates some beneficial 
process change.” For homeowners the 
connection could enable altering the 
time of day they use electricity to coin-
cide with cheaper rates. For businesses 
and enterprises, the connection could 
enable a fundamentally new business 
model. “And it’s here that we think 
the Internet of Things is actually at its 
most important,” Hatton says. “In par-
ticular, the constant monitoring allows 

a shift in business models from selling 
boxes to selling services.” 

Put broadly, Hatton says “M2M 
is the plumbing of the Internet of 
Things,” or how diverse devices ac-
tually connect. In the same way a 
mobile phone connects via mobile 
network or a PC connects via Wi-Fi 
at home, he says, M2M devices con-
nect using whichever technology they 
can. Currently, a few technologies are 
being deployed specifically to support 
M2M connections, though “there’s 
no specific M2M technology,” Hatton 
says. In fact, he says, “there aren’t re-
ally ‘M2M networks’” because M2M 
devices work in the same way as 
any other devices. “You have some 
M2M devices that connect via cel-
lular networks, some via Wi-Fi, some 
via other weird and wonderful tech-
nologies,” he says. “There are a few 
idiosyncrasies in the way that M2M 
devices are treated because of the 
need to keep the cost of supporting 
them very low, but this occurs in the 
core network and relates to provi-
sioning and device management.” 

BUSINESS EXAMPLES
Chris Rommel, VDC Research 

vice president (www.vdcresearch.com), 
says M2M networks present a new 

“There’s no point to collect all this data if 
you can’t use it to make processes more 
productive and intelligent and revenue-
generating.”

Kathryn Weldon

research director, business network and IT services, Current Analysis 

“Looking into the crystal ball a little, what 
we’ll see is more and more automation 
of processes. One example is self-driving 
cars. Google is already a long way ahead 
on this.”

Matt Hatton

director, Machina Research

30 December 2013  /  www.pctoday.com



ESSENTIAL BUSINESS TECH
EXECUTIVES, PROFESSIONALS & ENTREPRENEURS

utility sectors, though M2M wireless 
technology holds high business oppor-
tunities for mobile operators, system 
integrators, and solution providers. 
Developed countries such as the United 
States, Japan, and the UK have a high 
demand for M2M solutions, he says, 
owing to the maturity of their cellular 
markets.

“Different M2M wireless services are 
distributed over various types of ser-
vice providers and vendors,” Roy says. 
“M2M module vendors are acquiring 
other technological vendors to meet the 
varied customer requirements and to 
ensure effective product performance.” 
Further, such sectors as security ser-
vice, health care, transportation, con-
struction, and energy depend on each 
other directly or indirectly. As a result, 
Roy says, customers in the market de-
mand vertically integrated communica-
tion systems. As market competition 
increases, expect vendors to be more 
committed to providing reliable and 
comprehensive solutions that cover key 
verticals for improved and more effec-
tive device integration into the M2M 
ecosystem, he says. 

Overall, as Hatton says, the list of 
examples in which M2M is making or 
will make a mark in is “almost end-
less.” This includes current examples 
involving the automotive industry (re-
mote vehicle unlocking, stolen vehicle 
recovery, local search, etc.), smart me-
tering (monitoring and adapting elec-
tricity usage), industrial process control 
and SCADA (supervisory control and 
data acquisition) systems, fleet manage-
ment and logistics, and remote moni-
toring of refuse collection. “Looking 
into the crystal ball a little, what we’ll 
see is more and more automation of 
processes. One example is self-driving 
cars. Google is already a long way 
ahead on this,” Hatton says. ●

properly and operating at and main-
taining correct temperatures. 

Another example is a manufacturing 
company that wants to track the cur-
rent location of packages en route to 
determine, say, if cargo is still fresh 
and cold. In the automotive segment, 
Weldon says, auto manufacturers de-
sire the ability to charge a premium 
to customers to navigate, know what 
restaurants are available, price-check 
nearby gas stations, view car engine 
status, and obtain the forms of enter-
tainment they normally get online or 
via smartphone. “There are so many ex-
amples, but they have in common that 
the device or machine and the network 
it is connected to allow processes to be 
done more productively and remotely 
and with more intelligence, so they save 
both time and money for the enterprise 
and can also be used to generate new 
service revenue.” 

Rommel says, “There’s tremendous 
opportunity in asset tracking—ser-
vice insight, inventory management, 
component counterfeiting prevention, 
etc.—for industrial automation and 
manufacturing.” The home area net-
work will also be a hot spot of growth, 
he says. He expects “energy manage-
ment to collide with the trend around 
set-top box content customization and 
interaction, catalyzing a new level of 
connected home application adoption.” 

Weldon says examples of M2M 
consumer-facing devices include such 
home appliances as thermostats and 
security devices in which embedded 
sensors transmit data to the sensor’s 
owner. Owners in turn can typically 
remotely control the appliance via wide 
area network to lower temperatures 
during certain times of day or do video 
surveillance and send footage to remote 
locations, she says. 

Business-centric M2M usage ex-
amples Hatton cites include new auto-
mobile ownership and usage models. 
A notable U.S.–based car-sharing ser-
vice, for example, uses wireless tech-
nology to track details of customer 
trips in a shared vehicle. “Almost any 
industrial process can also make this 
type of change—from selling a piece 
of equipment to selling the benefit that 
the equipment brings,” he says. An ex-
ample of this approach includes a U.S.-
based company that historically sold 
the machines used to create a certain 
product. “With the addition of connec-
tivity, however, the company was able 
to change its business model to provide 
the machine for free and charge cus-
tomers per product supplied,” he says.

INCREASED PRESENCE 
Currently, Roy says, M2M networks 

are primarily seeing usage in the auto-
motive, telematics, vehicle tracking, and 

As market competition increases, expect vendors to be more committed to 
providing reliable and comprehensive solutions that cover key verticals for improved 

and more effective device integration into the M2M ecosystem.

“There’s tremendous opportunity in asset 
tracking—service insight, inventory man-
agement, component counterfeiting pre-
vention, etc.—for industrial automation 
and manufacturing.”

Chris Rommel

vice president, VDC Research
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For some executives the term “big 
data” simultaneously causes excite-
ment and trepidation. The excitement 
stems from the potential and benefits 
companies of all types and sizes can 
gain from analyzing big data. The 
trepidation is tied to the fact that al-
though big data is becoming more 
widely known and used, there’s still 
uncertainty concerning what it entails 
exactly, how companies use it to their 
advantage, and what barriers exist to 
getting started. The following FAQ 
attempts to clear up such questions. 

➤ What is the difference between 
“big data” and “ordinary” or 
“small” data? 

Broadly speaking, there’s more data 
(structured, semi-structured, and un-
structured types), existing globally than 
ever. Further, that total is expanding 
faster than ever due to the growing 
number of entities now producing data. 

Big Data FAQ 
An Overview Of What Big Data Is & Is Not

The influx of mobile devices, social net-
works, and Web-connected machines 
and sensors that have come online in 
recent years alone has played a huge role 
in this data explosion. “Big data” refers 
to the massive data sets these sources 
are generating that businesses, govern-
mental agencies, and others want to cap-
ture and use. The data sets involved in 
big data are so large and complex that 
capturing, processing, and analyzing the 
data via traditional data-management 
and analytics tools in an efficient, time-
sensitive manner is difficult. 

Several “V” words that are com-
monly used to describe traits of big 
data include “volume,” or the huge 
data amounts involved; “variety,” 
or the numerous types of data and 
sources of data involved; and “ve-
locity,” or the extremely quick rate at 
which the data is created. Another V 
word often used is “venue,” or where 
the data resides. 

Although big data can consist of 
“structured,” or “ordinary” or “small,” 
data such as customer invoices, billing 
records, employee pay information, 
and so on, which have been tradition-
ally managed in spreadsheets and 
databases, it largely consists of “un-
structured” data, such as photos, videos, 
social network updates, blog entries, 
remote sensor logs, and other diverse 
types of information that are more dif-
ficult to process, categorize, and analyze 
with traditional tools.

➤ What is a “big data solution”?
Although “big data” and “big data 

analytics” are often lumped together as 
one, they mean two different things. As 
mentioned previously, big data refers 
to the massive data sets being gener-
ated globally. Big data analytics essen-
tially describes the process of analyzing 
the various data types within a data 
set in order to, say, uncover particular 
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customer patterns that were previously 
unseen, thereby gaining the ability to 
make better marketing decisions that 
the business will prosper from. 

A “big data solution” can broadly 
be thought of as the various storage, 
database, analytic, and other tools and 
technologies, along with possibly sub-
scription services, that a company col-
lectively uses to capture, store, process, 
and perform analysis on big data to 
forge strategies and decisions. Though 
not always the case, these tools and 
technologies are generally more sophis-
ticated and differ from traditional data 
warehouse and analytic tools compa-
nies have historically used with struc-
tured data. 

➤ What types of organizations use 
big data analytics? 

Retailers are an often-cited ex-
ample of organizations that use big
data analytics, including for the 
purpose of exploring their data 
(including possibly real-time so-
cial network updates, tweets, blog 
posts, and other activity) to dis-
cover customer trends, produce cus-
tomer recommendations, and more. 
Other organizations using big data 
analytics include financial institu-
tions, technology firms (including 
social networks), health care com-
panies, manufacturers, and govern-
mental agencies. One notion is that 
only large companies can benefit 
from big data analytics due to the 
generally greater availability to re-
sources and big data they possess. 
Some experts, however, point out 
that it’s possible for smaller com-
panies to receive big data benefits, 
including through the use of free 
tools available and various service 
providers offering analytics and big 
data services. 

➤ What types of benefits can organiza-
tions get from using big data analytics? 

Overall, organizations stand to 
learn more about their data and gain 
deeper insight from it than ever be-
fore, meaning theoretically they can 

make smarter decisions, as well. 
Specifically, big data analytics have 
helped companies improve and de-
velop new efficiencies in manufac-
turing, shipping, helpdesk, and other 
areas; drive innovation; create new 
products; streamline processes; de-
crease operating costs; increase and
generate new revenue; and develop
better, more targeted strategies. In 
terms of customers, big data ana-
lytics have helped organizations 
gain a more in-depth and encom-
passing view of their customers, pre-
dict buying behaviors and choice, 
and produce better recommenda-
tions. Some companies are also ob-
taining security-related benefits, 
including in terms of fraud detec-
tion and cyber security monitoring 
and analysis. 

➤ What is the cost benefit of using big 
data solutions? 

Perhaps the most commonly cited 
cost benefit of using big data solu-
tions is the ability for a company to 
improve efficiencies and cut costs in 
various areas. This could include im-
proving a supply chain or creating 
more efficient routes and routines 
for a delivery system. Using a big 
data solution, a large floral company, 
for example, could use the location-
based tracking data that sensors on 
delivery trucks generate to devise the 
fastest and safest routes based on dif-
ferent conditions (weather, time of 
day, etc.) and thus cut fuel and insur-
ance costs. 

➤ What is Hadoop and how is it used?
Traditionally, companies have used 

RDMS (relational database manage-
ment systems) to handle structured 
data (customer records, product pur-
chase totals, and other data that’s easy 
to format and categorize). RDMS, 
however, isn’t well-suited for the 
large sets of unstructured data that 
companies are increasingly obtaining. 
Hadoop is an open-source technology 
framework that is. In short, Hadoop 
simplifies the storage, management, 

and analysis of various data types, 
including semi-structured and un-
structured data, through a distributed 
computing approach that potentially 
could involve thousands of nodes. 
Currently, open-source and commer-
cial Hadoop solutions are available 
from vendors. 

➤ What are competitors’ advantages of 
using big data solutions vs. companies 
that don’t? 

Proponents claim big data helps 
companies know more about their 
operations and customers, thus 
helping them make better-informed 
and faster decisions (getting product 
to market, for example) than com-
petitors not using a big data solu-
tion. A recent Forbes article cited a 
study of 400 large companies that
found early big data analytics 
adopters have “gained a significant 
lead over the rest of the corporate 
world.” Companies with the most 
advanced analytics abilities were 
found to outperform competitors 
“by wide margins,” with leading 
companies being twice as likely to be 
in the top quartile of financial perfor-
mance per given industry; five times 
likelier to make faster decisions vs. 
market peers; three times likelier to 
execute decisions as intended; and 
twice as likely to consume data very 
frequently when making decisions. 

➤ What problems and concerns 
regarding big data should organiza-
tions know about? 

For some companies, a hurdle to 
getting started with a big data solu-
tion is simply possessing the right 
kinds of data. Another impediment 
for some organizations is their lack 
of personnel who have big data ex-
perience and who possess top-flight 
analytic skills. Further, acquiring 
such individuals can be difficult and 
expensive. Elsewhere, having per-
sonnel on-hand who are experienced 
with transitioning from a traditional 
RDMS approach to a Hadoop frame-
work can pose problems. ●
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Much has changed in recent years 
concerning enterprise networks, in-
cluding how they’re monitored. Virtu-
alization, mobile devices, cyber-security 
attacks, and an increasing emphasis 
on application performance are a few 
reasons why. As Mike Fratto, Current 
Analysis (www.currentanalysis.com) prin-
cipal analyst, enterprise networking and 
data center technology, says, compared 
to monitoring abilities executives may 
be familiar with from years ago, every-
thing from “acquisition to analysis” has 
changed to where we now sit. The fol-
lowing details some of these changes, 
the solutions that make them possible, 
and the effect on network personnel. 

WHY MONITORING MATTERS
For Mark Tauschek, Info-Tech Re-

search Group (www.infotech.com) prin-
cipal consulting analyst, the business 
value of having a well-monitored and 
managed enterprise network is the issue 

Network Monitoring
Today’s Solutions For Enterprises Aren’t What They Used To Be

it helps avoid. Downtime and poor net-
work performance, for example, mean 
more help desk calls, workers who can’t 
do their jobs, and faith that’s lost in IT as 
an organization. “All those things have 
quantifiable, and in some cases, qualita-
tive implications that are harder to put 
a dollar figure on but are certainly real,” 
he says. 

Ideally, a well-run enterprise network 
should be opaque to users, operating 
like a utility they connect to for applica-
tions and services, Tauschek says. “You 
need to monitor your network and 
monitor the elements of the network 
and have visibility into the network so 
when there’s a fault you know where it 
is,” he says. “You know what you need 
to do to fix it. You know how to trouble-
shoot it. You can quickly resolve issues 
and fix it before users call you.” 

Network monitoring is expensive, 
and some companies use it primarily 
only for troubleshooting, Fratto says. 

Having a network monitoring solution 
in place,  however, can set the stage for 
easily adding and adapting monitoring 
capabilities for future security and per-
formance monitoring, which “will pay 
back many times over in better perfor-
mance management and better security 
monitoring,” he says. 

WELCOMED CHANGES
Acquiring network data for analysis 

purposes isn’t as problematic as it once 
was, Fratto says. Whereas physical 
taps once were placed in a network 
and could only feed one receiver, for 
example, smart taps are now more 
versatile and enable sending one data 
stream to many receivers, such as an 
analyzer, firewall, and IDS (intrusion 
detection system). Additionally, there 
are more ways to now acquire network 
data, he says. 

“In terms of analysis, there has been 
a lot more research and experience built 
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a staff “with the experience and drive 
to make them work.” Companies may 
also take on more support responsi-
bilities. Overall, Fratto says many com-
mercial products have fully functional 
trial licenses that companies should 
take advantage of.

THE FUTURE
Much about enterprise networking 

monitoring has also changed in terms 
of what’s required of personnel. Be-
yond training, being fully versed with 
a solution and interpreting reports is 
critical, Fratto says. “Enterprises should 
definitely invest in training a senior 
level IT administrator who can carry 
that training back to the enterprise,” 
he says. “Don’t send a junior-level IT 
person who lacks sufficient experience. 
[He will] have too many questions 
and won’t derive the same level of 
knowledge.” 

Tauschek says training and skills re-
quired today of network administra-
tors will change dramatically in coming 
years as SDN (software-defined net-
working) increases in usage. In short, 
SDN enables personnel to manage and 
configure network behavior based on 
policy from one pane of glass, Tauschek 
says. For example, an enterprise with 
a new virtual machine going up in the 
server room could apply a policy tem-
plate related to the machine’s network 
configuration in a much automated 
fashion. Thus, the traditional network 
administrator role will evolve into more 
of network architecture role requiring a 
higher level of understanding. 

 Tauschek says it will also be more 
important to understand a vendor’s 
infrastructure, having certified people 
work on the network, and keeping 
personnel current on vendor changes. 
“I would say plan for top-up training 
at least once a year for key network 
people,” he says. “It really is evolving 
into a very different role, and probably 
more than we’ve seen in the past de-
cade, it will be critical to make sure net-
work professionals have the training 
and skills they require to continue to be 
effective in the new world order.” ●

“You need to monitor your network and 
monitor the elements of the network and 
have visibility into the network so when 
there’s a fault you know where it is.”

Mark Tauschek

principal consulting analyst, Info-Tech Research Group

into analysis products now so that they 
can provide more information than just 
statistics,” Fratto says. “Network moni-
toring applications can alert on thresh-
olds that are dynamically generated 
and vary over time. They can detect 
traffic-pattern anomalies like P2P [Peer-
to-Peer] networking, DDoS [Distributed 
Denial of Service] attacks, and other net-
work issues.” The result is a monitoring 
station that alerts as to what is occurring 
and possible reasons why.

For Tauschek, the most significant 
change in network monitoring capa-
bilities has been unification in terms of 
visibility and management. Years ago, 
for example, enterprises might have 
used separate point solutions to mon-
itor network uptime, bandwidth, and 
wireless LAN; troubleshoot issues; ac-
quire visibility (“if you even could”) 
into application flow; and so on. With 
so many disparate solutions, enterprises 
ended up with a kit of multiple tools 
monitoring disparate network parts, 
elements, and layers. From several 
perspectives, Tauschek says, today’s 
unification “is a quantum leap” from 
years ago. From a visibility perspective 
“you’re getting alarms on the whole 
network, getting alarms on applications 
misbehaving, people using apps that 
they shouldn’t be, or types of traffic tra-
versing the network that shouldn’t be,” 
he says. Overall, today’s solutions make 
identifying root causes, troubleshooting, 
and responding to and resolving inci-
dents much quicker.

Another change is the insight today’s 
solutions provide into BYOD (Bring 
Your Own Device) and personal de-
vices on corporate networks. Beyond 
visibility, Tauschek says, solutions offer 
“fingerprinting,” or NAC (network 

access control). For example, a net-
work administrator can see if a specific 
user is trying to connect a tablet to the 
corporate network. The administrator 
can block this and instead allow a con-
nection to a guest network and apply 
policy in an automated fashion as to 
what the user can access. “You get all 
the visibility from any endpoint on the 
network regarding application, band-
width consumption, performance, etc.,” 
Tauschek says. 

THE SOLUTIONS
Tauschek divides the types of en-

terprise network monitoring solutions 
available today into two “buckets.” In 
one are solutions from network infra-
structure vendors, which can prove ben-
eficial in gaining increased end-to-end 
manageability from “a single pane of 
glass,” Tauschek says. Increasingly, he 
says, businesses are showing interest 
in network infrastructure vendors due 
to improvements in their solutions. 
The other bucket represents low-, mid-, 
and high-tier pure-play networking 
monitoring/management solutions. 
Offerings for midsize enterprises can 
be robust, complete, relatively inexpen-
sive, and not terribly complex, Tauschek 
says. High-end, top-tier solutions typi-
cally targeted at carriers and large enter-
prises may run into six or seven figures 
to implement, he says. 

Also available are free, robust tools 
for monitoring bandwidth, obtaining 
granular visibility into packet levels, 
and more. Such tools are useful if com-
panies have the time typically neces-
sary to set up and manage them, Fratto 
says. Companies can save on licensing 
costs but will experience implementa-
tion and support costs and will need 
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Companies essentially have two op-
tions for approaching data breaches. 
One, they can bury their heads in the 
proverbial sand and hope the day 
never comes when they might face 
lawsuits, fines, hefty blows to reputa-
tion, customers and partners forever 
lost, and potentially paying millions 
in costs. Two, they can accept the fact 
a data breach occurring is entirely 
possibly and do everything within 
their means to prevent it but be able 
to act promptly and responsibly if 
one should. 

HOW TO REACT
Perhaps the best motivation a com-

pany can have to begin putting itself in 
a position to ably react to a data breach 
is to know exactly what could happen 
if it doesn’t prepare. Statistics from the 
recent Ponemon Institute (www.ponemon.

org) “2013 Cost of Data Breach Study,” 
based on the data breach experiences of 

After The Damage Is Done
What To Do When A Data Breach Occurs

277 global companies in nine countries, 
provides some evidence. According to 
the study, the average consolidated cost 
of the countries per compromised re-
cord in 2012 was $136. The United States, 
meanwhile, had the highest total av-
erage cost per data breach at more than 
$5.4 million. 

Heavily regulated industries (health 
care, financial, pharmaceuticals, trans-
portation, and communications), the 
study reveals, had “per capita data 
breach costs substantially above” that 
$136 mean. Primary root causes of 
breaches, meanwhile, included ma-
licious or criminal attacks (more than 
37%); human errors, such as negligent 
employee and contractor mistakes 
(35%); and system glitches, such as IT 
and business process failures (29%). 

The survey identified several factors
that influence the cost of data breaches:
whether a business had an incident 
management plan and “relatively strong 

security posture” in place when the 
incident occurred and having a CISO 
(Chief Information Security Officer) or 
someone in an equivalent position to 
take overall responsibility for data pro-
tection. After a breach, quickly notifying 
victims and engaging consultants to help 
the company respond and resolve the 
breach were other factors.

The first order of business for compa-
nies following a breach is containing the 
leak “by taking the vulnerable system 
offline and locking down affected sys-
tems” to avoid further damage or loss, 
says Michela Menting, ABI Research 
(www.abiresearch.com) cyber security se-
nior analyst. Depending on the type 
of data lost and compliance require-
ments involved, companies may need 
to inform regulatory authorities, such 
as HIPAA. “Notification is extremely 
important in these cases, as failure to 
notify the relevant authority could result 
in significant fines for the organization,” 
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Menting says. Additionally, companies 
should immediately inform employees 
of breaches to ensure they’re aware of 
a threat and don’t exacerbate the situa-
tion, she says. 

Eric Ahlm, Gartner (www.gartner.com)
research director, believes there’s a cor-
relation between data security practices 
(or incident response and investigation), 
and corporate risk reduction (or how 
not to lose additional money after a 
breach), but these entities are “distinctly 
different” and typically managed by dif-
ferent company teams. 

A good incident response practice 
should generally include resources (or 
partner networks) required to “techni-
cally determine if a significant breach 
has occurred and determine the mag-
nitude and scope of the event,” he 
says. This includes determining how 
much data was lost, in which countries, 
among which users, and more. After the 
incident response team pinpoints the 
scope and magnitude of a breach, he 
says, “the next steps really come from 
legal or corporate risk managers.”

Overall, Ahlm says the data breach 
isn’t the real loss for a company that has 
lost data. “The loss comes from class-
action lawsuits from those affected or 
from various state/federal fines or in 
brand devaluation,” he says. 

ASSESS THE DAMAGE
Following a breach, Menting ad-

vises companies attempt some form 
of digital forensics. While smaller 
companies may lack resources to con-
duct a full investigation, there are 
third-party services to help with this. 
“Collecting and going through log in-
formation . . . can be extremely helpful 
in finding out relevant information 
about the breach,” she says. 

Often, companies will need to 
remedy a faulty system involved, Men-
ting says. If the fault is technical in 
nature, the remedy might include ap-
plying patches. If social engineering was 
involved, the company will need to in-
form employees. “Then there is dealing 
with the fallout—notifying external 
clients if they’re affected and what 

“I think that timely, updated, and continuous 
information-sharing about the breach and the 
next steps [for affected parties to take] is very 
important in mitigating negative perception 
and preserving good reputation.”

Michela Menting

senior analyst, cyber security, ABI Research

A good incident response practice should 
generally include resources (or partner net-
works) required to “technically determine if 
a significant breach has occurred and deter-
mine the magnitude and scope of the event.”

Eric Ahlm

research director, Gartner

steps they may need to take in order 
to deal with potential fallout from the 
data loss,” she says. Failing to inform af-
fected parties in a responsible timeframe 
and manner can result in devastating 
consequences for a company.  

Ahlm says in addition to helping 
companies determine the impact of a 
breach, providers of breach services 
can help organizations “cater to af-
fected users with credit monitoring 
services and set up notification and 
help desk operations to meet the expe-
dient notification timelines that tend 
to be state specific.” Additionally, 
some providers can assist companies 
with public relations and other efforts 
“to ideally help reduce further losses 
due to a data breach.” 

Menting says the “affected party” 
in data breach incidents first and fore-
most is the organization and employees. 
Secondly, depending on the data lost, if 
the breach relates to clients, other orga-
nizations, individuals, or other external 
parties, the organization should inform 
them of the breach and the steps they 
should take to pre-empt any backlash. 
If regulated data is involved, she says, 
“the competent national authority needs 
to be involved and sometimes even law 
enforcement.”

Ultimately, the more transparent 
companies can be with clients, af-
fected parties, employees, national 
agencies, and others, the better the 
reaction will tend to be, Menting says. 
“I think that timely, updated, and con-
tinuous information-sharing about the 
breach and the next steps [affected 
parties to take] is very important in 
mitigating negative perception and 
preserving good reputation.” This 
doesn’t mean companies must reveal 
all technical details about a hack, she 
says, but they must indicate to those 
involved what they’re doing, how 
they plan to fix the problem and pre-
vent future leaks, and “above all be 
able to respond in a timely manner to 
requests for information.” 

LEARN FROM THE PAST
The worst thing a company can do 

after a data breach is do nothing to 
remedy the cause, whether that means 
readdressing and improving policies 
and processes or implementing new 
security technology. In short, companies 
that simply pick up the pieces and carry 
on without analyzing the root causes, 
fixing them, and then continually evalu-
ating their preparedness, may very well 
see history repeat itself. ●
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A NEW APPROACH TO WIND TURBINE ARRANGEMENT
➤ Offshore wind farms are growing in popularity because they don’t take 
up valuable land-based real estate and can be located in areas with more pre-
dictable wind patterns. But just placing turbines in a particularly windy area 
doesn’t necessarily guarantee that they’ll run as efficiently as possible. 

In fact, researchers at the University of Delaware found that simply changing 
the arrangement of turbines could drive up performance by about 33 percent. 
Whereas many wind farms are arranged in a series of rows with one turbine sit-
uated directly behind another, Cristina Archer and her University of Delaware 

research team discovered that stag-
gering turbines and spacing them 
further apart vastly improved wind 
generation efficiency. 

Archer also researches how 
weather changes can affect wind 
power and has used her findings to 
generate a series of maps that detail 
wind patterns throughout the world 
depending on season and time of 
year. This information, along with 
the turbine arrangement discovery, 
could be used to improve wind en-
ergy efficiency and inspire more 
countries to invest in the technology. 

U.S. GOVERNMENT CONTINUES BIG SOLAR PUSH
➤ The U.S. Department of Energy recently announced nearly $60 million of 
support to a variety of projects within the solar space. Approximately $15 mil-
lion will go toward developing solar curriculum and training consortiums to 
help prepare more people for solar jobs. This is in addition to $1 million going 
specifically to the University of Texas at San Antonio and Delaware State 
University to create education and research programs for minority students. 

The Energy Department is also awarding $16 million to develop a high-effi-
ciency solar cell, at about 30% efficiency, as well as $7 million to improve other 
aspects and components of solar power systems. And for 17 companies that are 
ready for commercializing their products, the Energy Department will provide 
over $12 million. Rounding out this solar funding charge is an $8 million invest-
ment designed to help utility companies better integrate solar and other renew-
able energy sources into the power grid. 

ENERGY-CONSCIOUS TECH

The technologies 
that make our lives 
easier also produce 
some unwanted side 
effects on the envi-
ronment. Fortunately, 
many researchers, 
manufacturers, and 
businesses are work-
ing to create solutions 
that will keep us 
productive while 
reducing energy 
demands to lessen 
our impact on the 
environment. Here, 
we examine some of 
the newest “green” 
initiatives.

The Lillgrund Wind Farm is an example of 
a typical straight-line turbine arrangement, 
which may not be ideal for the best perfor-
mance. Photo credit: Mariusz Paździora.
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SCIENTISTS AIM TO TURN
MORE PLANT MATERIALS
INTO BIOFUELS
& MORE QUICKLY
➤ R e s e a r c h e r s  a t  t h e  U . S . 
Department of Energy’s Pacific 
Northwest National Laboratory 
(PNNL) are attempting to revo-
lutionize biofuel processing in two 
ways. The first is by speeding up the 
testing process when working with 
new biofuel production approaches 
and the second is to use a combi-
nation of enzymes to break down 
materials into biofuel much more ef-
ficiently. And as it turns out, both of 
these discoveries go hand-in-hand 
when it comes to lower the cost of 
biofuels and making them more of a 
factor in clean energy conversations. 

PNNL scientists have been using 
a fungus called Trichoderma reesei 
(T. reesei), and the many enzymes 
within it, to break down complex 
sugars from sources like cornstalks 
and grass in a more efficient manner. 
This new process would open up bio-
fuel production to particularly dif-
ficult-to-use organic materials and 
make it easier to generate fuel. 

Through traditional means, it 
would take months to experiment 
with enzymes in order to come up 
with the best approach, but the ex-
perts at PNNL have refined their 
approach so that during one exper-
iment, they can track every single 
individual enzyme and monitor its 
progress throughout the production 
process. In other words, they can fine 
tune their recipe on the fly so that 
every succeeding experiment yields a 
more efficient result. 

LIGHTHOUSE LENSES GO FROM THE SEA TO SPACE,
BEFORE COMING BACK DOWN TO EARTH
➤ In the 19th century, lighthouse designers started using Fresnel lenses (a 
magnifying glass of sorts) to refract a light source and beam it out as far 
as possible to warn ships that the shore was approaching. In the late 20th 
century and beyond, NASA scientists used a similar technology to convert 
solar energy into electricity for use on space missions. A Fresnel lens takes 
the sun’s energy and refracts, amplifies, and concentrates it to generate 
electricity. The concentration can be so strong that you only need a frac-
tion of Fresnel-inspired multi-junction photovoltaic cells compared to what 
would be needed in a traditional solar arrangement. 

NASA used the same prin-
ciple to affix hundreds of lenses 
to a spacecraft, focus the sunlight 
into thousands of solar cells, and 
use that energy to power the 
craft’s ion propulsion drive as 
well as the rest of its electrical 
components. This discovery is 
particularly important for solar 
power efficiency on the ground, 
because the technology is only 
limited by the amount of sun-
light you can capture and use to 
generate electricity. And while 
researchers say that this tech-
nology is currently too expen-
sive for widespread use, there 
may be a time in the near future 
when lighthouse and space tech-
nology will be used to improve 
solar energy efficiency and gen-
erate much more electricity using 
a much smaller footprint. 

MODIFIED BACTERIA CAN IMPROVE THE EFFICIENCY
OF BIOFUEL PRODUCTION
➤ The two biggest issues with biofuels is that they are too expensive to be 
competitive in the marketplace or they release carbon dioxide into the atmo-
sphere that may do more harm than good. That’s why researchers at UCLA 
are trying to genetically modify certain bacterial organisms so that they process 
sugar more efficiently with little or no carbon dioxide emissions and generate 
approximately 50% more fuel than existing biofuel production approaches. 

The team at UCLA actually used a modified version of E. coli, with the 
possibility for using other organisms in the future, to demonstrate their 
process and show how they can use nearly all of the carbon from sugar to 
create fuel, rather than losing a third of carbon in the form of carbon dioxide 
through traditional means. The next step for the UCLA researchers is to 
prove the concept will scale up to the commercial level before widespread 
adoption can occur. 

Fresnel Lens at Point Arena Lighthouse Mu-
seum, Point Arena Lighthouse, Mendocino 
County, California. Photo credit: Frank 
Schulenburg. 
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MOBILE OFFICE
BUSINESS ON THE ROAD

It’s possible executives within your 
company have implemented multiple 
mobility strategies over time, with good 
intentions, to deal with issues related 
to BYOD (bring your own device) ini-
tiatives, device distribution and man-
agement, wireless carrier policies, and 
app usage, to name a few. As a result, 
your company’s IT department may 
be swimming in a sea of complexities. 
If that’s the case, taking steps to rein in 
those complexities may be warranted. 

THE SCENARIOS
How common is it for a company 

to develop several mobile strategies 

Mobility Juggling Act 
Remove Complexities From Managing Multiple Mobility Strategies

over time, only to later discover that 
managing them is anything but easy? 
More common than you might think. 
“We see this with a number of global 
companies,” says Christian Kane, 
Forrester Research (www.forrester.com)
analyst. Cultural, economic, legal, and 
strategic considerations among regions 
make implementing the same BYOD 
or mobile strategy more difficult than 
developing an individual strategy for 
that region, he says. The same can apply 
to different business units or job func-
tions. A company could end up with 
separate strategies for these groups, 
which isn’t necessarily bad but could 

mean they’re implemented and devel-
oped by different groups possibly not 
on the same page. When a company is 
ready to consolidate and have a unified 
strategy, they often find more difficulty, 
Kane says.

“Most companies have several mobile 
strategies,” says Maribel Lopez, prin-
cipal and founder of Lopez Research 
(www.lopezresearch.com). “In fact, the 
only ones that don’t [have several mo-
bile strategies] have very ‘locked down’ 
environments.” One problem with this 
scenario is the number of problems that 
can surface, including typically having 
multiple management consoles and 

It’s possible for a company 
to have implemented dif-
ferent mobility strategies 
over time with good  in-
tentions but the complexi-
ties of doing so are now 
overwhelming IT. 

Having multiple mobility 
strategies in place can 
produce complexities 
related to cost, device 
management, device 
distribution, security, data 
loss, and more. 

It can make sense for 
certain companies to 
have multiple mobility 
strategies in place, espe-
cially if it’s necessary to 
accommodate a variety 
of employee needs.  

Managing multiple mobility 
strategies is difficult for many 
companies because of the 
quick rate at which devices, op-
erating systems, apps, wireless 
carrier services, and employee 
expectations change. 

 Key 
Points
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IT resources in a consistent manner.” 
The BYOD management solution 
market, for example, is currently “ripe 
for consolidation,” and many vendors 
“may simply disappear,” he says.

Beyond the unknown, management 
coordination and consistency are also 
becoming major issues. “It was bad 
enough when desktops weren’t all at 
the same OS version because some de-
partments had specific app needs that 
perhaps necessitated an older version, 
but with mobile the OS will vary,” 
Bamforth says. This can mean, among 
other things, that certain apps aren’t 
available on certain platforms. 

Consistency becomes important 
from the perspective of deciding who 
has what. Some employees, for ex-
ample, “will feel aggrieved if they’re 
not getting access to the devices and 
services they think they should. This is 
one factor driving BYOD,” Bamforth 
says. Thus, employees who feel they 
don’t have the necessary tools for their 
jobs may acquire them on their own. 
Enderle says such inconsistencies often 
lead to employee noncompliance and 
line managers ignoring policies due to 
the inconsistencies. “In these instances, 
executive management believes they 
have policies that protect them but in 
fact don’t, which can lead to security 
breaches that make these executives ap-
pear negligent,” he says.    

Lopez says that “in truth, it’s almost 
impossible to manage and corral the 
devices at the same level or to the same 
degree of security.” That’s because com-
panies “can’t do the same thing on an 
Android system that they can do on an 
iOS system. And both of those are dif-
ferent than a BlackBerry system,” she 
says. To that end, Lopez sees many cor-
porations struggling with using mul-
tiple platforms. 

Cost is yet another complexity. 
“You’re frequently buying more soft-
ware products than you should be 
buying,” Lopez says. Couple this with 
the fear a selected vendor may go out of 
business in the near future and there’s a 
combined financial and security-execu-
tion risk at play for IT. 

software solutions IT must handle and 
update, she says. For example, a com-
pany could have BlackBerry manage-
ment software in place it’s using to 
manage iPhones but something dif-
ferent to manage helpdesk issues.

Especially when BlackBerry domi-
nated enterprise mobility environments,
multiple-strategy environments weren’t
that common. The increasing trend
toward enterprise use of iPhone, 
Android, and other platforms changed
this and presented unique chal-
lenges, says Vikrant Gandhi, Frost &
Sullivan (www.frost.com) mobile and 
wireless senior analyst. “BYOD is re-
ally a subset of MDM [mobile device 
management], and companies realize 
the need of using proper device-man-
agement platforms to manage personal-
liable devices in the enterprise,” he says. 
“Like it or not, these devices need to be 
managed; otherwise you’re looking at 
some serious issues,” he says, including 
data theft and loss, threats to the corpo-
rate network, and so on. 

Complexities arise when new devices 
(both new platforms and upgraded plat-
form versions and features) enter the 
corporate network. “Do you deny ac-
cess? How do you ensure that advanced 
device functionalities don’t become a 
threat?” Gandhi says. This is where a 
BYOD platform adds value, “provided 
the vendor is always on top of the mar-
ket’s technological advancements, espe-
cially on the device side,” he says. 

A company’s structure can also in-
troduce certain complexities. “Firms 
with decentralized management often 
develop mobile policies that are very 
different across the company,” says 
Rob Enderle, president and prin-
cipal analyst of the Enderle Group 
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(www.enderlegroup.com). This can con-
fuse employees moving among divi-
sions and be difficult to coordinate 
later. The situation is especially trouble-
some with merged entities that have 
robust policies backed by very different 
mobile-device management tools and 
personal-device permission policies, 
he says. 

Rob Bamforth, principal ana-
lyst, business communications, with 
Quocirca (www.quocirca.com), says that 
when small to large companies are 
asked how strategic their approach to 
mobile is, only about one in five report 
“solid.” The rest want to develop a mo-
bile strategy but are operating in an ad-
hoc fashion, he says. “The reality is that 
companies have been overwhelmed by 
change—new devices; new operating 
systems; new apps; and perhaps more 
importantly, new user expectations and 
behaviors,” he says. Some companies 
that choose to provide different device 
types for different employee needs 
(“after all, that makes sense”) realize 
this isn’t quite what users want, he says. 
“And it turns out it’s pretty important 
to make sure users are happy [because 
if they aren’t], all the much-promised 
productivity gains of mobile simply 
evaporate. Productivity depends on in-
dividual commitment,” he says. 

THE COMPLEXITIES 
When multiple mobility strategies 

exist, the management difficulties can 
be numerous. Main causes often include 
poor long-term planning and unforesee-
able events. “The fear of the unknown 
keeps IT awake at night,” Gandhi says. 
“Different devices can have very dif-
ferent security capabilities, making it 
difficult to manage access to corporate 

“Like it or not, these devices need to be 
managed; otherwise you’re looking at 
some serious issues.” 

Vikrant Gandhi 

mobile and wireless senior analyst, Frost & Sullivan
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REDUCE COMPLEXITY 
How to reduce complexities can de-

pend greatly on the company, though 
focusing on streamlining policies, de-
vice management, and device distribu-
tion are good starting places. Enderle 
suggests setting and auditing more dif-
ficult policies centrally but with provi-
sions for local management to accept 
risk for unique circumstances. “This 
provides the latitude the divisions need 
and drives toward common toolsets 
and rules that are more likely to be con-
sistently used and followed,” he says. 

A main issue with streamlining poli-
cies, Lopez says, “is in fact just having 
a policy” and making the policy flex-
ible enough to support devices coming 
into the marketplace. The rate at which 
devices change makes certifying devices 
difficult, she says, particularly consid-
ering the many different updates associ-
ated with iOS and Android and if the 
company’s mobile-management vendor 
has a solution to handle those at the 
right time. 

Gandhi says while defining appro-
priate policies is extremely important 
to a BYOD/MDM program’s success, 
“successful policies can only be de-
signed and implemented when multiple 
departments collaborate.” There must 
be a HR, marketing and sales, financial 
services, and operations and logistics 
angle, among other aspects, considered, 
he says. Leading vendors can provide 
samples of what works and doesn’t, and 
then companies can customize based on 
their requirements. 

Bamforth says using a self-service-
like model can help handle app man-
agement and device distribution more 
efficiently. Here, a company would take 
on an internal mobile supply side role 
resembling an operator and app store 
with the difference being the “organi-
zation has determined the selection of 
tools available but the employee is still 
given choice,” he says. Thus, policies 
regarding such issues as who has what 
can be set on a more equitable basis. For
example, an employee could choose 
whatever device she desires but 
would receive an allowance based 

“So if IT is decentralized for other 
management tasks, it may be that the 
tools’ use should follow that same 
structure to make support consistent 
across platforms.”

Rob Enderle

principal analyst, Enderle Group

“The assumption should be that change 
will happen, and therefore a process for 
how to address these changes has to be 
established early.”

Christian Kane

analyst, Forrester Research

on her grade. She could contribute fi-
nancially, however, to upgrade to a 
better/more expensive device. “This 
way there’s a sliding scale or spectrum 
of options, which is more transparent 
than an archaic one based on some sort 
of internal ‘class system’ of seniority,” 
Bamforth says. 

Companies can remove device dis-
tribution-related complexities by fol-
lowing the “central policy with local 
risk acceptance practice” but “pass 
down savings for central buying, which 
drives line managers toward voluntary 
compliance for cost savings,” Enderle 
says. Due to security risks, device man-
agement should be consistent and as 
centralized as makes sense for the 
overall IT structure, he says. “So if IT 
is decentralized for other manage-
ment tasks, it may be that the tools’ use 
should follow that same structure to 
make support consistent across plat-
forms,” he says.

MULTIPLE-STRATEGY LOGIC 
A condition under which main-

taining multiple mobile strategies 
could make sense is if requirements 
surrounding the level of desired se-
curity and integrations are different. 
“Rather than looking at this as man-
aging multiple mobile strategies, orga-

nizations need to realize they should 
have something like an open mobile 
strategy that accommodates the unique 
preferences of their employees and 
partners,” Gandhi says. “This also 
helps to address device fragmenta-
tion.” He adds that “organizations al-
ways can have full control over their 
networks, and any device that attempts 
to connect to their network can be 
monitored, managed, and controlled. 
That is the good news.”

Kane says the best way to future-
proof these challenges is to put a group 
in charge of deciding the future direc-
tion and vision for the mobile strategy. 
“Where do you want to be eventually? 
What’s the end objective? That way you 
know where you are heading and even 
if you do separate strategies for different 
groups or region they’re are both de-
signed with the same long-term goals,” 
he says. The people implementing the 
different strategies should be in constant 
communication about what’s working 
and not, challenges, and so on. “All 
these strategies are constantly evolving 
and in most cases they’re implemented 
in phases. The assumption should be 
that change will happen, and there-
fore a process for how to address these 
changes has to be established early,” 
he says. ●
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There was a time in the business 
world where desktop computers 
were really the only endpoints that 
companies needed to worry about. 
But now that laptops, smartphones, 
and tablets have entered the office 
space, there are many more end-
points that need to be monitored, 
managed, and secured. There are 
multiple technologies and security 
solutions on the market designed to 
fully protect these endpoints within 
an organization. But before making 
any purchasing decisions, you need 
to set specific policies that can be en-
forced using these technologies. 

Endpoint Security Advice
Set Policies Based On Risk Tolerance & Enforce Them With The Proper Technologies

“You have to start with a clear ac-
ceptable use policy, especially when 
talking about non company-owned 
devices,” says James McCloskey, se-
nior research analyst at Info-Tech 
Research Group (www.infotech.com). 
“Everything starts with policy be-
cause if you don’t have a strong 
policy in place, it’s hard to justify 
any of the protections you’re going 
to need.”

One example of a policy that’s 
“appropriate for everybody regard-
less of their risk tolerance level is the 
ability to have some sort of remote 
wipe capability,” McCloskey says. 

Whether it’s a smartphone, tablet, 
or laptop, your company needs to 
clearly state what level of encryp-
tion is required on those devices and 
what the remote wipe policy is in 
the event that those devices are lost 
or stolen. It may be an unpopular 
policy with employees, but that’s 
why you have to explain the risks 
related to losing sensitive company 
data, and that as long as the data 
on that device is regularly backed 
up, it can always be retrieved at a 
later date. 

Another policy you may want 
to consider, specifically for mobile 

Before seriously contem-
plating what endpoint 
solution to implement, first 
institute a well-considered 
and enforceable set of 
policies based on your 
business environment.

Identify your organiza-
tion’s risk tolerance level 
to determine which end-
point security solutions 
you truly need and which 
ones may be beneficial 
but are optional.

There are a variety of 
endpoint security solu-
tions out there, many of 
which that work together 
to cover multiple aspects 
of your network and the 
mobile device itself. 

Even with every available 
solution in place, it’s important 
to keep an eye on employees 
and make sure they follow 
best practices to ensure that 
no one inadvertently creates 
vulnerabilities.

 Key 
Points
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protection platforms.” The goal of 
most endpoint security vendors is 
to now pack as many security fea-
tures as possible into each solution 
to prevent the need for dozens of 
standalone products. And so with 
this innovation, companies now 
have quite a variety of technologies 
to choose from. 

➤ Mobile device management. One 
of the most common technologies 
used in the endpoint security space 
is MDM (mobile device manage-
ment). Contu says MDM is “some-
thing that wasn’t available before,” 
but that it now “allows enterprises 
to manage and configure mobile 
devices as a part of their broader 
endpoint protection strategy.” MDM 
solutions give companies much 
more control over individual mobile 
devices, including the ability to en-
force password strength and remote 
wipe policies. 

But in addition to the more com-
mon MDM features most platforms 
come with, there are some MDM 
solutions that provide more com-
plex features such as data segre-
gation or containerization. “What 
are new to the table are these capa-
bilities of MDM suites to segregate 
the data and provide a secure con-
tainer for all of the corporate data, 
while leaving the personal data all 
alone,” says McCloskey. “That’s 
really appealing for a lot of rea-
sons, but most notably would be, 
when you have an individual that’s 
bringing their device into work for 
shared purposes, personal and pro-
fessional, the last thing that they 
want to hear is that their device has 

devices, deals with applications. 
When it comes to employee down-
loading applications, it’s important 
to make sure employees are well-
informed and know how to spot po-
tentially malicious applications. You 
may want to designate what types 
of apps workers can download to 
prevent confusion. Ruggero Contu, 
research director with Gartner (www

.gartner.com), also says that it’s smart 
to have “a good application develop-
ment process so that any potential 
vulnerability is taken care of” and 
that you should “be able to monitor 
and filter out potentially dangerous 
applications with an application con-
trol approach.” 

And finally, to cover your com-
pany on the network side, you 
should also consider employee au-
thentication. You need to lay out poli-
cies that show what employees have 
access to what information so that 
you can spot inconsistencies and po-
tentially malicious actions. “Many 
organizations have security on that 
wireless network, but not actual 
authentication,” says McCloskey. 
“Getting to a point where you have 
wireless LAN authentication so that 
you do know when this device was 
being used and by whom is critical 
for an organization to be aware of.”

ASSESS YOUR 
RISK TOLERANCE LEVEL

There are some policies that 
need to be in place regardless of 
the size of your company or your 
risk tolerance, but there are some 
instances where certain organiza-
tions need more protection than 
others. “When we start to shift into 
the organizations that have a lesser 
risk tolerance, that’s when you start 
looking at the different technolo-
gies that might be appropriate,” 
says McCloskey. 

Smaller organizations with less sen-
sitive information can pick and choose 
which endpoint security solutions 
they’d like to implement, but larg-
er companies with multiple satellite 

offices and a wealth of sensitive data 
are more likely to require a wider mix 
of security solutions. 

Consider organizations in the 
health care industry. Health care 
facilities can store the medical in-
formation of thousands of patients, 
but they can also store the payroll 
information, bank account num-
bers, and other pieces of data for 
their employees. Companies in the 
health care industry are much less 
tolerant to risk, which means they 
may require multiple endpoint se-
curity systems, whereas a printer 
manufacturer may not need such an 
in-depth solution. 

A PLETHORA OF ENDPOINT
PROTECTION SOLUTIONS

While it’s important to determine 
your level of risk tolerance, you 
shouldn’t necessarily use that as an 
excuse to under protect your orga-
nization. Every company has some 
policy in place and every company 
needs an endpoint security solution 
to back that policy up. Contu says 
that while there are so many secu-
rity solutions out there, the market 
“seems to still be maturing,” which 
means you need to sort through “the 
breadth of capabilities that look to 
secure mobile devices and data from 
different fronts” to find what fea-
tures fit your specific needs. 

Contu says that as the endpoint 
security market continues to grow, 
new solutions will become avail-
able. For instance, many security so-
lutions didn’t used to support disk 
and file encryption capabilities, says 
Contu, but those features are “now 
being integrated by most endpoint 
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“Even with the most up to date anti-mal-
ware and all of the patches on your de-
vice, it’s still possible that your device 
will become compromised.”

James McCloskey

senior research analyst, Info-Tech Research Group

44 December 2013  /  www.pctoday.com



MOBILE OFFICE
BUSINESS ON THE ROAD

even if you have every possibly pro-
tection in place, there is always the 
chance that vulnerabilities will arise. 
McCloskey says that “only the most 
risk-averse organizations are going to 
implement all of these technologies,” 
which means that companies need 
to “be aware of the potential conse-
quences associated with not having 
the capabilities of an NAC, DLP, or 
IDPS in place.” For instance, if you 
don’t have a data leak prevention 
system, then “you need to be more 
aware of the fact that you could be 
losing data,” he says. 

And when it comes to employees, 
there are some instances where they 
aren’t even connecting their devices 
to the company’s network, but they 
are still using their devices in inap-
propriate ways. They may be down-
loading unapproved applications 
for personal use or visiting poten-
tially offensive websites, and if they 
aren’t connected the company net-
work, there’s very little you can do. 
But you still need to monitor what’s 
happening and let users know how 
dangerous it is to introduce these 
situations into the workplace. 

“Even with the most up-to-date 
anti-malware and all of the patches 
on your device, it’s still possible that 
your device will become compro-
mised,” says McCloskey. “These de-
vices can potentially become vectors 
for infecting the rest of the network. 
That’s why it’s important to have 
IDPS and NAC systems, but they’re 
not going to be a panacea either. 
Organizations do have to be aware 
of the traffic that’s flowing back and 
forth between these devices and 
their corporate systems to make sure 
that nothing is going awry.” ●

been wiped because they’ve been 
terminated.”

With containerization, you can 
essentially rope off corporate data 
from the rest of an employee’s 
device, which opens up new pos-
sibilities for remote wipe. Instead 
of having employees upset over 
losing their photos and music, “the 
organization can target the wiping 
specifically to [the organization’s] 
information and leave the rest of 
the device alone,” says McCloskey. 
An MDM solution with this feature 
makes it possible to back up your 
remote wipe policy and protect data 
in the least intrusive way. 

➤ N e t w o r k  a c c e s s  c o n t r o l s . 
McCloskey also recommends that 
companies consider implementing 
NACs (network access controls), 
which he says have “been around for 
over a decade for wired networks.” 
Currently, however, some NAC 
vendors are focusing specifically on 
wireless scenarios. These wireless-
focused NAC systems force “mobile 
clients to come in and face a policy 
inspection,” McCloskey says. And 
during this process your device is 
“interrogated by the NAC system to 
determine if it has anti-malware on 
it, appropriate authentication, and 
encryption, if that’s necessary.” 

It’s similar to a screening process 
that controls entry to a highly secure 
physical location: you need an iden-
tification badge and the right creden-
tials in order to pass through. And 
not only do NAC solutions prevent 
unexpected devices from accessing 
the network, but they also stop “ex-
pected devices that have drifted 
from your required security posture 
from being on your network and 
causing havoc,” McCloskey says. 

➤ Intrusion detection and preven-
tion systems. If you decide not to put 
an NAC system in place, McCloskey 
says, it becomes more important to 
implement an IDPS (intrusion de-
tection and prevention system). An 

IDPS can dig a bit deeper into even 
authorized devices to make sure it 
isn’t being used for “inappropriate ac-
tivities or trying to access systems that 
it’s not supposed to,” he says. IDPS 
solutions can also analyze the traffic 
moving to and from devices and work 
hand-in-hand with NAC and MDM 
solutions to close vulnerabilities and 
prevent security issues. 

➤ Data loss prevention. MDM, 
NAC, and IDPS solutions are all im-
plemented on the company side, but 
there are also security systems that 
can be placed on the network or the 
endpoint itself. “In the scale of secu-
rity issues in the mobile world, data 
leakage is obviously a considerable 
problem, as you would expect, due to 
the portability of mobile devices and 
the [accompanying] higher risk of 
loss or theft,” says Contu. That’s why 
organizations should consider imple-
menting DLP (data leakage preven-
tion) solutions designed to prevent 
data loss in the event of damage, loss, 
or theft. 

“DLP is really focused on the idea 
that just because we’ve authorized a 
particular user or device to be on our 
network, that doesn’t mean that we 
want them to be able to suck all of 
the information that they want onto 
that device and carry it out the door,” 
says McCloskey. “This is something 
that would run on your endpoint and 
would prevent the endpoint from 
being used as a syphon for data, 
which would be different than doing 
it from the network layer.”

FURTHER CHALLENGES
The unfortunate fact of security 

and human nature in general is that 

“[You should] be able to monitor and filter 
out potentially dangerous applications 
with an application control approach.”

Ruggero Contu

research director, Gartner
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Smartphones have become ubiq-
uitous, particularly among busi-
nesspeople. A major reason why 
more companies are allowing the 
devices in their workplaces and for 
work-related purposes is the belief 
that employees with smartphones 
are happier, more efficient, more 
productive employees. Few people 
would  dispute  the  happiness 
theory, but there are those who 
take issue with the efficiency and 
productivity claims. In fact, some 
argue that smartphones can actu-
ally hinder employee productivity. 
The following tackles the question.

Do Smartphones Help?
Weighing Perception vs. Reality

MISPLACED OPTIMISM?
Undeniably, smartphones can 

provide numerous distractions 
for workers that run counter to im-
proving productivity. Gaming, up-
dating social networks, streaming 
movies and music, and engaging in 
an exorbitant amount of personal 
communication are examples. Other 
factors that can dent productivity 
include potential security, data loss, 
and privacy mishaps and the smart-
phone’s smaller screen and lack of 
compatibility with input devices.

A recent Wall Street Journal article 
addressing smartphones and issues 

of productivity pointed out that com-
pared to “the stunning 3% yearly 
gains” in official U.S. productivity 
numbers from the 1995 to 2004 time 
frame, sometimes referred to as the 
“first Web era,” productivity numbers 
have been low since then. Reportedly, 
yearly productivity growth since 
2004 is roughly 1.5%, below the long-
term 2.25% average. “It’s as if a time-
wasting flock of Angry Birds has 
buried productivity like a worm,” the 
publication reported. Where reducing 
labor, improving output, or both are 
concerned, the Journal quotes econ-
omist Robert Gordon as declaring 

Some experts argue that 
although smartphones 
are frequently lauded for 
helping boost employee 
productivity, smart-
phones can sometimes 
have the opposite effect.

Smartphone capabili-
ties offer a mixed bag 
in terms of productiv-
ity; some features have 
been overblown while 
others truly enhance 
productivity.

Excessive use of 
personal email, 
phone, texting, social 
networking, gaming, 
and streaming media 
can hinder employee 
productivity. 

At minimum, smartphones 
boost productivity by en-
abling employees to work 
from virtually any location at 
any time, although this 24/7 
availability itself can have 
drawbacks.

 Key 
Points
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also been disruptive to projects and 
meetings, he says. “For those with 
poor impulse control who have to 
answer their phones and respond to 
every email, it can actually lower pro-
ductivity sharply,” Enderle says. 

Enderle says in much the same 
way that two-way pagers helped em-
ployees respond to customers and 
co-workers quickly, smartphones en-
able quicker response times to such 
things as document approval, crisis 
control, and general decision-making. 
Conversely, smartphone usage can 
result in lower-quality decisions 
when a greater emphasis is placed on 
speed than quality, Enderle says. For 
example, while smartphones are 
useful for research purposes, “they’re 
often used while doing something 
else, making research less likely.”

HOW WE USE SMARTPHONES
Kane breaks down the work-re-

lated smartphone capabilities people 
find useful into two major groups: 
task-specific tools (handling patient 
or customer records, for example) 
and general tools (calendars, note-
taking, etc.). Typically, general tools 
are more universal and easier to use, 
but productivity gains will be more 
aligned with the individual worker, 
Kane says. “For example, having 
your calendar and email available to 
you on your phone probably allows 
you to use idle time to get small tasks 
done if you’re interested, or plan for 
your morning the night before. Many 
of these [general tools] come with a 
device and are the first to be allowed 
by a company,” Kane says. 

the iPhone “has done absolutely 
nothing” to improve productivity. 

Still, the numerous work-related 
tasks that smartphones make possible 
can’t be easily dismissed. Broadly, 
beyond allowing workers to do many 
aspects of their jobs wherever they 
are, smartphones enable employees 
to work any time of day or night. 
In other words, the workplace has 
extended beyond four walls and tra-
ditional office hours aren’t what they 
once were. 

Specifically, smartphones can 
boost productivity in such areas as 
management (calendaring, contacts, 
appointments, air travel, hotel reser-
vations, event notifications, etc.); ac-
cessing and working with documents 
(spreadsheets, PDFs, photos, etc.); 
communication (text, phone, email, 
and videoconferencing); syncing files 
among devices; collaborating and 
sharing files, attachments, and more 
with co-workers, customers, partners, 
etc.; tracking expenses; and using lo-
cation-based services for better mo-
bile efficiency. Further, smartphones 
can maintain a sense of uptime by 
providing employees Internet access 
when the corporate network goes 
down or is otherwise unavailable.

A benefit not directly related to 
productivity but still desirable is cost 
savings. As part of a recent global 
survey concerning BYOD programs, 
Gartner (www.gartner.com)  cites 
avoiding costs (and increasing em-
ployee satisfaction and new mobile 
workforce opportunities) as a BYOD 
benefit. Gartner states that 38% of 
the companies it surveyed for a re-
cent study expect to no longer de-
ploy devices to workers by 2016 
as BYOD becomes more common. 
According to Gartner, smartphones 
and applications open up opportu-
nities in such areas as time sheets, 
punch lists, site check-in/check-out, 
and employee self-service HR appli-
cations. Most leaders, however, don’t 
understand BYOD’s benefits, Gartner 
states. Further, although security and 
data sharing are risks, IT is generally 

catching up. “We’re finally reaching 
the point where IT officially recog-
nizes what has always been going 
on: People use their business devices 
for non-work purposes,” says David 
Willis, vice president and distin-
guished analyst at Gartner. “They 
often use a personal device in busi-
ness.”

WILLINGNESS TO CHANGE
The question of whether or not 

smartphones have considerably im-
proved productivity depends on the 
context, says Christian Kane, analyst 
with Forrester Research (www.forrester.

com). For some employees the answer 
is “yes,” he says, “but we still have a 
ways to go.” Smartphones are revolu-
tionary and have enormous potential, 
Kane says, “but it takes time to really 
leverage that. People need to experi-
ment and get creative. On top of it all, 
people need to be willing to change.” 

The smartphone-productivity 
question isn’t cut and dried because 
every job differs, Kane says, and one 
aspect of a smartphone may boost 
productivity for one employee but 
not another. “Also, you can give 
someone the best tools in the world, 
but unless they’re motivated or inter-
ested in using the tools (in the right 
way) they won’t be productive,” he 
says.

Rob Enderle, Enderle Group (www.

enderlegroup.com) principal analyst, 
agrees that a smartphone’s ability to 
boost productivity depends on the 
given situation. Smartphones have 
improved employees’ ability to work 
from more locations, but they have 
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“I think the largest misconception is that 
smartphones are going to boost every 
employee’s productivity. . . . A smart-
phone can be a paperweight if you don’t 
have the right tools on it.”

Christian Kane

analyst, Forrester Research
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will be relevant, you also have to 
communicate their value and make 
them as easy to adopt as possible,” he 
says. “We’re all busy and any change 
or new ‘tool’ provided by the com-
pany is likely to be met with some 
groans. Companies need to prioritize 
customer satisfaction with their em-
ployees, too.” 

PAVE A SOLID ROAD
Overall, creating an environment 

in which smartphones are used effec-
tively and creatively to enhance pro-
ductivity and not sink it is somewhat 
of a balancing act. For example, users 
are interested in their devices and 
connecting with others, Kane says. 
“Internal social networks are a great 
example of this. They can provide 
great value, boost collaboration, and 
get employees communicating much 
more, but they can also take up all 
your time if you let it.” 

Additionally, it is important for 
companies to realize there are still 
jobs and situations for which using 
a tool other than a smartphone still 
makes more sense. “Companies 
must analyze and plan to utilize 
smartphones where that form factor 
makes sense, and understand that a 
smartphone is really just one tool of 
many available for your entire work-
force that has very different needs 
based on their specific jobs,” Kane 
says. Overall, Enderle is in favor of 
companies providing training as to 
how best use smartphones, signifi-
cantly improving how smartphones 
are secured, and identifying “groups 
of people that shouldn’t use them at 
all because of poor impulse control 
or the inability to focus.” ●

Where task-based tools are con-
cerned, many companies target spe-
cific apps at those employees who 
work in a more mobile capacity, Kane 
says. “Maybe it’s for field-service em-
ployees or home health care workers 
who no longer have to carry a piece 
of paper and can take notes on the 
flight or a sales person at a retailer 
who can easily ring a person up 
on the floor rather than going to a 
checkout,” he says. “These are the 
early examples and are really tar-
geted at specific job functions.” 

Many early task-based tools were 
based on an existing need that re-
quired companies to create an ap-
plication to fulfill, and such apps are 
strongly targeted at the job functions 
that companies think of as being 
“mobile,” Kane says. Now, however, 
“we’re seeing a lot more interest and 
traction in more job functions and in-
dustries,” he says. “Manufacturing is 
a great example of this and really will 
be further improved by M2M [ma-
chine-to-machine] communications.” 

HYPE VS. POTENTIAL
There’s a case to make that just 

how much of a boost smartphones 
have provided in some areas has 
been overblown. For example, as a 
Web tool smartphones are actu-
ally very limited due to their small 
screens, Enderle says. Smartphones 
are also often promoted for certain 
activities (for example, text mes-
saging) where an actual vocal con-
versation would actually be a better 
choice, he says. “They provide a lot of 
choices, but there is no real training, 
suggesting most [employees] likely 
choose poorly when, where, and 
how to use them in many instances,” 
Enderle says.

Elsewhere, Kane says while email 
has been a revolutionary tool on 
smartphones and can make workers 
extremely productive, email can also 
be an incredible time-sink. “It really 
depends on how you use it and what 
‘productive’ means for your specific 
job,” he says. “I think the largest 

misconception is that smartphones 
are going to boost every employee’s 
productivity.” A worker who is at a 
desk most of the day who needs spe-
cific hardware or tools to get her job 
done probably isn’t going to get the 
same productivity gains as someone 
much more mobile in their job func-
tion, Kane says. The fact is that it is 
still very early in the mobile evolu-
tion of most companies, which may 
only have a handful of mobile apps 
available to employees, he says. “A 
smartphone can be a paperweight if 
you don’t have the right tools on it.” 

Just as some smartphone pro-
ductivity claims may be overblown, 
some abilities are arguably under-
utilized. One example is the potential 
smartphones offer for being used as 
an effective second form of security 
authentication. Enderle says that in 
this regard, usage is still relatively 
rare. Smartphones “could also be 
more effectively used in times of 
crisis to route people to safe loca-
tions or provide unprompted advice, 
which could lower risk and even save 
lives,” Enderle says. 

Many companies are still at-
tempting to determine a structure 
and way to prioritize and mobilize 
applications as quickly as possible, 
Kane says, though “this is really a 
change in how IT and companies 
have approached employee tools 
and the transition takes time.” Some 
CEOs, for example, might recognize 
the potential of mobility with cus-
tomers but haven’t yet prioritized 
mobile usage enough internally. 
“[Smartphones] are great communi-
cation and connection tools, but you 
not only need to design tools that 

“For those with poor impulse control who 
have to answer their phones and respond 
to every email it can actually lower 
productivity sharply.”

Rob Enderle 

principal analyst, Enderle Group
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Considering that there’s  a 
mobile gadget for almost every busi-
ness need, it should come as no sur-
prise that you can now add small 
projectors to the mix. In fact, you can 
easily hold many a small projector with 
one hand or even stow one away in 
your purse or suit pocket. Whether 
they’re called mini, pocket, or pico pro-
jectors, what you’re essentially getting 
is a pared down version of a standard 
projector. So, if you’re curious about 
how small projectors could benefit you 
and your employees, use the follow 
guide to help you make wise pur-
chasing decisions.

COST
As with most new tech purchases, 

the standard rule of thumb is that 
you get what you pay for. Many 
small projectors that are priced over 
$500 will deliver on brightness and 
native resolution, relatively speaking.  

Small Projectors
Big Features In Small Packages

Less expensive portable projectors 
that function more like simple smart-
phone accessories have pretty basic 
specifications but can be extremely 
lightweight, so the trade-off might be 
justifiable depending on your pur-
poses. However, if you know that 
providing workers with small pro-
jectors that possess all the bells and 
whistles will produce tangible results, 
it’s best not to skimp; the result will 
produce a greater return on your in-
vestment.

PORTABILITY
More often than not, your carry-on 

luggage isn’t overflowing with extra 
space. But small projectors typically 
weigh no more than a pound, so it’s 
worthwhile to find a little extra space 
for one if there’s a chance it can make 
your business trips easier. What’s 
more, some of the smallest pico pro-
jectors weigh in at less than 4 ounces. 

PICO PROJECTORS
So, you might be asking, what ex-

actly is a pico projector? For all intents 
and purposes, it simply means “super 
small,” but there are some unique 
aspects to the term. Pico projection 
originates from DLP (Digital Light 
Processing) technology that combines 
a DLP Pico chip and a DLP Pico pro-
cessor to create a scaled-down chipset 
for mobile and handheld devices. A 
single-chip system can produce 16.7 
million colors, while a three-chip 
system can create an astounding 35 
trillion colors for unprecedented vi-
brancy. When this technology is 
applied to mobile gadgets, such as 
mini-projectors, it’s available to use 
anywhere, at any time to project 
videos, photos, and other multimedia. 
Because most pico projectors are re-
chargeable and can fit in your hand, 
you won’t need to search out a wall 
outlet when you are on the go.

SOURCE: EPSON
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LUMENS
Projector brightness is measured in 

lumens; the higher the lumen rating, 
the more visible and clear the pro-
jected image will be in well-lit rooms. 
Although the ideal projector would 
feature both high color brightness 
and high white brightness, most 
small models feature one bright-
ness output standard. For instance, 
some high-end small projector models 
have more than 500 lumens of bright-
ness, which is enough to project a 
crisp image in a meeting room.

AUDIO
Not unlike a portable speaker dock 

or a mobile device-compatible audio 
system, small projectors commonly 
have integrated speakers. Although the 
audio from a portable projector won’t 
fill a room as a home theater system 
would, built-in speakers will certainly 
get the job done if you have audio that 
accompanies your slide show or if 
you’re showing a short video. 

RESOLUTION
When comparing projector reso-

lutions, it’s important take into ac-
count how and where you’ll be 
presenting. Regardless of location, 
however, you’ll want to select a model 
that reproduces lifelike visual detail. 
You’ll find resolutions, such as SVGA 

(800 x 600), XGA (1,024 x 768), or sim-
ilar pixel densities, common among 
most small projector models. Take note 
of “native” and “maximum” resolu-
tion specs; the former refers to the 
projector’s true PPI (pixels per inch), 
while the later indicates the highest 
resolution supported by the projector. 
That way you’ll understand what level 
of picture quality you’ll be viewing.

CONNECTIONS
Projector connectivity is more flex-

ible than ever, with many models 
now featuring a combination of an-
alog and digital inputs and outputs. 
Smartphone- and tablet-friendly pro-
jectors should be plug-and-play, thanks 
to either a micro USB 2.0 (or 3.0) port or 
multi-pin connector that supports most 
mobile devices. Expect to also find 
some combination of these connector 
types: VGA, HDMI, DVI, composite, 
and component.

It’s worth noting that some small 
projector models have wireless capa-
bilities, allowing you to wirelessly con-
nect to compatible devices via Wi-Fi 
dongle. This makes it easy to project 
from a tablet or smartphone.

THROW RATIO
A projector’s throw ratio is a figure 

derived by dividing the distance be-
tween the projector and the display 
surface by the width of the image that 
will be displayed. Every projector 
has an ideal range of throw ratios 
listed in the specs, which gives you 
an idea of how far away a projector 
can be from the screen or other dis-
play surface and still provide a sharp 
image. If, for example, a projector has 
an ideal throw ratio of 1.25 and you 
would like to project an image that 
is 6 feet across, the projector should 
be positioned 7.5 feet away from the 
screen or display surface. ●

Epson’s wireless 
PowerLite 1776W WXGA 
3LCD Projector ($1,099; 
www.epson.com) uses 
3-chip DLP technology, 
which is well suited for 
projecting images bright 
enough for sizable audi-
ences and large rooms.

DISPLAY TECHNOLOGIES
Not every projector uses 
the same technology to 
generate images. Common 
technologies include:

➤ DLP (Digital Light 
Processing). DLP entails the 
use of a chip containing tens 
of thousands to millions of 
tiny mirrors, each one rep-
resenting one pixel. These 
mirrors tilt to reflect light 
through the lens, and colors 
are projected sequentially 
to form an image. Though 
some DLP projectors use 
one chip, others use up to 
three (3DLP). DLP projec-
tors offer good contrast. 

➤ LCD (Liquid Crystal 
Display). LCD projectors 
typically consist of three 
panels, one each for green, 
red, and blue. Each panel 
creates an image using 
its given color before the 
three images are simulta-
neously projected to form 
a combined image. LCD 
projectors are generally con-
sidered to generate sharp 
images with good color 
saturation.

➤ LCoS (Liquid Crystal 
on Silicon). LCoS com-
bines elements of both LCD 
and DLP technologies. 
Essentially, a mirrored 
surface reflects light and 
tiny liquid crystals manage 
how that light is reflected 
to create the pixels. LCoS 
projectors are considered to 
produce high image quality 
and support large resolu-
tions.
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We live in a world where people 
are more dependent on their mobile 
devices each day. Manufacturers and 
security software vendors work con-
stantly to improve the security of these 
mobile devices, and they have made 
some huge strides in recent years. 
However, that doesn’t mean your de-
vice is impenetrable. 

As software solutions become  
more advanced, so do the threats 
that hackers use against them. 
Unfortunately, it isn’t always enough 
to install anti-malware software on 
your smartphone or tablet. It’s im-
portant to understand what types of 
attacks are out there, so you can un-
derstand and prevent them. 

NFC-BASED ATTACKS
Smartphones are used for more 

than making calls, texting, emailing, 
and browsing the Web. People now 
have the ability to carry payment 

Today’s Mobile Threats
Hackers Continue To Innovate, Even As Mobile Security Grows Stronger

methods or personally identifiable 
information—essentially their en-
tire digital beings—on their mobile 
phones. The advent of NFC (near field 
communication) technology is adding 
to this evolution where people can 
now share photos and contact infor-
mation or even pay for items at retail 
stores by simply placing their devices 
near another smartphone or receiver. 

While many people trying to 
maximize pocket space may wel-
come NFC, hackers will embrace the 
technology. Not only do you risk 
someone stealing and/or selling 
your contact information, but you 
also leave the door open to hackers 
who could gain access to your mo-
bile payment accounts to take your 
money. To illustrate how quickly an 
attack can happen, imagine you are 
standing in line to order a coffee and 
you open your chosen payment app 
on your smartphone. While you wait, 

another coffee house patron walks 
near you, uses NFC to engage your 
phone, and infects your device with 
malware. Unaware of what hap-
pened, you unknowingly pass the 
malware on to others later in the day 
when you share your contact card 
with a friend and several clients.  

HACKED TEXT MESSAGING
Text messaging is an afterthought 

for many mobile device users who 
don’t necessarily realize that it can be 
as much of a vulnerability as email 
or social media. The U.S. Department 
of Homeland Security reports that 
attackers can use text messages and 
“premium-rate numbers” to generate 
revenue. Once a hacker has control 
of your device or messaging applica-
tion, he can send texts to one of these 
premium numbers that charge you 
every time he taps Send. If everything 
goes according to plan, the hacker 

PC Today  /  December 2013 51



MOBILE OFFICE
BUSINESS ON THE ROAD

will get his money and you won’t see 
the charges until your next bill comes 
around.

FAKE APPLICATIONS
Hiding malware in fake appli-

cations isn’t a new approach, but 
hackers are getting more skilled in 
their targeting. Rather than simply 
bog down your device with a virus, 
fake apps can dig into your Web 
browser history or other parts of your 
phone and discover log-in informa-
tion or financial data. This problem 
is more common with OSes (oper-
ating systems) that use open-source 
app stores where developers (and 
therefore malicious hackers) can 
contribute apps that go live without 
stringent vetting. To combat this 
threat, many companies institute pol-
icies governing how employees can 
download and install apps. Fake apps 
often can’t be easily removed.

GATEWAY DEVICE
Some malware can be designed to 

open portals so the hacker can access 
sensitive corporate information. If an 
employee were to download a fake ap-
plication or contract malware from an-
other source, the hacker could use the 
employee’s log-in information or the 
device’s usage rights as a key to unlock 
IP (Internet Protocol) or financial data. 
Many companies support VPN (vir-
tual private network) connections now 
that let users connect to internal re-
sources using a mobile device portal. If 
those companies don’t have some type 
of monitoring solution in place, they 
may not notice when an employee’s 
device accesses sensitive data. In turn, 
the employee would have no idea that 
someone was using his credentials to 
steal company information. 

GPS, SOCIAL MEDIA & MORE
With many people using their 

smartphones as GPS units, social 
media hubs, and more, there is a lot 
of information floating around that a 
hacker could steal. For instance, if a 
hacker gained access to your phone, 
she could pose as you and post as you 
on social media websites, steal your 
identity, or even use your GPS his-
tory to determine  the places you visit 
most often. That’s why you should be 
careful when using geolocation tag-
ging in photos or on social media sites; 
otherwise people with prying eyes 
could figure out your location and 
know when you’re not at home. 

UPDATE PREVENTION
Many of us are aware of how im-

portant OS and application updates 
are in terms of improving perfor-
mance and user experience. These 
updates are also crucial for security 
purposes, because they are often 
used to patch previous problems and 
counter new exploits. Updates can 
knock out certain pieces of malware 
and undermine hackers’ attack strate-
gies; this is why malicious hackers 
sometimes create malware kits that 
block a phone from updating or pre-
vent a device from recognizing an 
update is available. This serves as yet 
another reason to be careful when 
downloading applications or clicking 
suspicious links, especially given that 
certain infections can have perma-
nent results.

RANSOMWARE
Some hackers take the approach of 

hijacking mobile devices and holding 
them for ransom. This approach has 
been used on desktops and laptops 
(and incidents of this are increasing 

in number), and many experts think 
it will only become more common 
with mobile devices in the future. 
Ransomware is a type of malware 
that essentially encrypts files on a 
device or blocks you from using your 
device and all of its contents unless 
you agree to pay money to the cre-
ator of the malware. 

Ransomware is sure to cause 
headaches for anyone, but it might 
be especially troublesome for busi-
ness travelers who may rely on their 
smartphones to connect with clients 
and close deals while on the road. It 
could also affect people who only use 
their devices for personal reasons, be-
cause a hacker may threaten to re-
lease photos, videos, voice recordings, 
notes, calendar information, and much 
more to the public to increase their 
ransom demand and ensure coopera-
tion. What’s worse, a hacker could 
also erase your phone if you refuse to 
pay, which would force you start over 
from scratch unless you can restore 
your phone from a backup. ●

Some hackers take the approach of hijacking mobile devices and holding them 
for ransom. This approach has been used on desktops and laptops, and many experts 

think it will only become more common with mobile devices in the future. 

STATE OF MOBILE 
SECURITY

According to an October 2013 
report from Juniper Research 
(www.juniperresearch.com) about 
mobile security:

80% of all smartphones remain 
without security software
325 million mobile devices will 
have security software installed 
this year
1.3 billion mobile devices will 
have security software installed 
by 2018
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Smartphone Tips
M a n a g e  P r i v a c y  &  S o c i a l  N e t w o r k i n g  F e a t u r e s

ADD SOCIAL NETWORKING ACCOUNTS TO YOUR WINDOWS PHONE
➤ Windows Phone integrates social media functionality into multiple areas of the 
operating system, primarily in the People hub but also (depending on the social net-
work) in the Photos hub, the Me card, and elsewhere. To add a Facebook account to 
your phone, tap Settings, Email + Accounts, Add An Account, and Facebook; enter the 
required login information; tap Sign In; and, if you would like to link your Facebook 
and Microsoft accounts, tap Connect. There are similar steps for adding a LinkedIn or 
Twitter account: tap Settings, Email + Accounts, LinkedIn or Twitter, and Connect; you 
will then be redirected to a mobile Web page to log in.

SOCIAL MEDIA ACCOUNTS, ALL TOGETHER NOW
➤ If you’re using a Windows Phone device, you don’t have to hunt in different places to 
find the latest updates from your LinkedIn, Facebook, and Twitter connections. Simply 
go to the Start screen, tap People to access the People hub, and swipe left or right to ac-
cess the What’s New page. If you get too much information flooding in at once, you can 
view updates from one social network at a time; just tap All Accounts and then select 
the account you want to view. You can also make adjustments so that contacts from 
social networking accounts won’t be included among your main contacts list; access 
Settings, swipe to access Applications, tap People, tap Filter My Contact List, tap to re-
move check marks next to the accounts you don’t want to include, and tap Done.

POST & COMMENT
➤ Looking for a good way 
to keep up with Facebook 
without constantly checking 
the app or mobile site? 
Windows Phone provides 
quick and easy avenues within 
the People hub for posting on 
a Facebook friend’s wall and 
commenting on status updates. 
To post, scroll to All, tap the 
appropriate profile, tap Write 
On Wall, compose a message, 
and tap the Send (flying en-
velope) icon. To respond to a 
status update, scroll to What’s 
New, tap the More (plus sign) 
icon on the update you want to 
comment on, enter your com-
ments, and tap the Send icon.

W I N D O W S  P H O N E
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SET UP ENCRYPTION
➤ For added security, you can en-
crypt all of the settings, account 
information, apps, and other data 
on your Android device or on a SD 
card installed in your device. With 
encryption established, you will 
be required to enter a PIN or pass-
word every time you wish to access 
anything on the device or SD card. 
Before setting up encryption, make 
sure your device is fully charged 
and is attached to a charger, as the 
entire process can take an hour or 
more and must not be interrupted to 
complete successfully. To apply en-
cryption, access the Settings screen, 
tap More, and then tap the appro-
priate option: Encrypt Device or 
Encrypt External SD Card. Tap Set 
Screen Lock Type and then follow 
the on-screen prompts to complete 
the process.

You can also use encryption for 
email communications on your 
Android device. System adminis-
trators have the option to activate 
the encryption option when setting 
up your device with a Microsoft 
Exchange or ActiveSync account, 
but if you’re setting up such an ac-
count on your own, look for the 
Manual Setup option and select the 
Use Secure Connection (SSL) option 
during setup.

CONNECT YOUR PHONE WITH YOUR SOCIAL NETWORKS
➤ Because Android is a Google product, Android devices make it easy to 
link with your Google+ social networking account: just launch the Google+ 
app on your device and, assuming you have signed in to a Google account, 
the app will access that account immediately; if you are signed into multiple 
accounts, you can choose which Google+ account you want to use. Android 
also plays nice with other social networking services, but accessing the ser-
vices directly is largely a “there’s an app for that” affair.” That is, download 
the app for your device, sign in, and you’re good to go. 

Android’s social networking integration doesn’t end there, however. You 
can, for example, view Facebook pictures and video in the Gallery app, and 
you can share content from the Gallery app directly to Facebook, Twitter, or 
Picasa. You can also share voicemail messages to Facebook or Twitter, and 
integrate Facebook contacts with your Gmail and other contacts.

CHANGE LOCATION 
& SECURITY SETTINGS
➤ If you have a new Android smartphone or if 
you’ve never changed the location and security 
settings on an older Android device, chances are 
GPS is running in the background. Having GPS 
at the ready is a good thing, of course, when-
ever you need to find your way from point A to 
point B, or even to find out where exactly you 
are right now. GPS is also used to encode loca-
tion information into certain content you create, 
such as photos you snap with your device and 
notes you type (depending on the app you use). 
A host of other applications, however, can also 
be using your GPS information to keep track 
of your location whenever you use the app. 
Sometimes this information is used as a basis 
for sending targeted ads to you via the apps that 
collected your location information in the first 
place or via email if you have agreed to terms 
permitting that. Leaving GPS to run in the back-
ground also saps your battery.

To turn off GPS, access Settings, tap Location And Security, and uncheck 
the Use GPS Satellites checkbox. To turn off location tracking entirely, also 
uncheck the Use Wireless Networks checkbox. Performing these actions, of 
course, turns off your device’s location awareness across the board. If you 
would like to make some less drastic location-related changes, you can access 
the settings of individual apps that you don’t want to track your location and 
change those settings to disable tracking.

A N D R O I D

GPS can help you find others, 
and it can help others find (or 
track) you, so some users elect 
to turn it off.

Set aside some time
to set up encryption

and make your Android 
device more secure.
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USE PASSWORD KEEPER
➤ It seems like every website you 
use requires a username and pass-
word, and it’s not safe to use the 
same password for all of them. 
Also, some sites even require you to 
regularly change your passwords. 
To help you keep track of them all, 
BlackBerry offers the Password 
Keeper utility, an app that lets you 
record and manage all of your user-
names and passwords in one place. 

The first  t ime you launch 
Password Keeper, you will be 
prompted to choose and confirm a 
new master password. Enter your 
password and select OK. To add 
a new entry, press the Menu key, 
click New, type the relevant infor-
mation (username, password, web-
site), click the trackpad/trackball, 
and then click Save. 

Password Keeper can also gen-
erate random passwords of any 
given length with letters, numbers, 
and symbols. To do this, click the 
Menu button from within Password 
Keeper, select New, press the Menu 
button again, and select Random 
Password. Use the Options menu 
option to adjust the parameters of 
the random password. Now that re-
membering passwords is no longer 
a problem (just don’t forget your 
Password Keeper password), you 
can fortify all those weak passwords 
you’ve been using and reusing. 

ALL SOCIAL MEDIA ROADS LEAD TO THE BLACKBERRY HUB
➤ Email and text messages, BBM (BlackBerry Messenger) items, phone calls, 
and various notifications—all of the information you need to see most is dis-
played in the BlackBerry Hub, a feature introduced in BlackBerry OS 10. Social 
networking posts can appear in the BlackBerry Hub, as well, if you connect 
your smartphone with social accounts. To add an account, swipe down on the 
Home screen, tap Settings, and tap Accounts. This displays the Add Account 
screen, which includes options for adding Email, Calendars And Contacts 
(BlackBerry OS accommodates multiple accounts in this area, allowing you 
to combine all calendar and other items into one view) as well as social 
networking accounts (Facebook, LinkedIn, and Twitter) and the Evernote 
note-taking service. Simply tap the 
service you want to connect with your 
BlackBerry smartphone, enter your 
username or email address and pass-
word, and tap Done.

BLACKBERRY BALANCE 
SEPARATES WORK
& PERSONAL ACTIVITIES

The BlackBerry Balance feature, 
which was introduced in BlackBerry 
OS 10, lets system administrators 
easily establish two separate “per-
sonalities” for a BlackBerry device: 
one that is maintained and some-
what controlled by the company’s 
IT staff, and one that the user can 
control. This permits companies to 
push work-related apps and updates 
directly to employees’ phones, as 
well as wipe data remotely if neces-
sary, while allowing users to install 
and use their own apps and data 
in a separate location for personal 
use. For the user, switching between 
these personalities is as simple as 
swiping down and tapping either 
the Personal or the Work button. In 
terms of social networking, this work/personal split is helpful because 
it enables users to maintain multiple accounts simultaneously. If, for ex-
ample, a user has a personal Facebook account but also maintains a com-
pany Facebook account, they can run two separate applications—one on the 
Personal side, one on the Work side—and switch between them quickly.

B L A C K B E R R Y

The BlackBerry Hub
includes social media.

BlackBerry OS 10 includes the BlackBerry 
Hub, which puts all of your messaging 
services in one place.
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MODIFY LOCATION SERVICE SETTINGS
TO PREVENT USAGE TRACKING
➤ Your iPhone is equipped with Location Services settings that provide you 
with some control over how apps and websites acquire data associated with 
your phone’s location. Apps can gather location-based data by determining 
your position through some combination of Wi-Fi, cellular, or GPS con-
nectivity, depending on your proximity to Wi-Fi hotspots and cell towers 
and whether your phone can locate GPS satellites. A benefit of leaving your 
iPhone’s location-based services turned on is that apps that rely on it (such as 
Maps) will be able to quickly determine your location without requiring any 
extra steps on your part; a drawback is that battery life suffers. 

To access Location Services, open Settings and tap Privacy. Here you can turn 
Location Services on or off. If you enable Location Services, a list of apps capable 
of using your phone’s location will appear. This enables you to switch location-
based services on or off for each app. You can, for example, enable location-
based services for the Map app but leave them disabled for all other apps.

KNOW YOUR LOCATION ICONS
➤ When your iPhone’s Location Services are enabled, apps that have permis-
sion to use location-based services will display a small chevron-shaped icon 
when in use. In iOS 7, a solid purple icon will appear when your location is 
currently being tracked or has very recently been tracked. A solid gray icon 
will appear when your location has been tracked within the previous 24 hours. 
And an outlined purple location icon will appear when one of your apps (such 
as Reminders or a social networking app) discovers that you have entered an 
area that uses a geofence, which is capable of tracking when you have entered 
or exited a specific perimeter. In social networking, for example this is the tech-
nology behind “checking in” to a certain business or other location.

SAVE & SYNC YOUR
SENSITIVE DATA
➤ Apple’s iCloud Keychain, a 
feature new to iOS 7, stores your 
usernames, passwords, credit card 
information, and Wi-Fi network 
data for all of your iOS devices. This 
data is kept secure through 256-bit 
AES encryption. To set it up, tap 
Settings, iCloud, and Keychain; set 
it to On; and follow the on-screen 
prompts. When you first use iCloud 
Keychain, you can use it immedi-
ately on whatever iOS device you’re 
currently using; when you subse-
quently enable the feature on addi-
tional iOS devices, iCloud will send 
an approval request notification to 
the device on which you first used 
iCloud Keychain.

BLOCK CALLS, TEXTS
& FACETIME
➤ Accessing the block list on iOS 
7 requires only a few simple steps. 
Access Settings, scroll down, and 
tap Phone, Messages, or FaceTime. 
(It doesn’t matter which option 
you select; you won’t receive calls, 
messages, or FaceTime connections 
from any contact you add to the 
Blocked list.) Next, tap Blocked 
in any of the three categories and 
choose Add New to select who to 
add to your Blocked list.

Location Services in iOS 7 let 
apps keep track of where you 
are. You can disable tracking 
for specific apps or all apps.

i O S

iCloud Keychain syncs 
usernames & passwords.
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First, let’s define our terms. 
Hacking and identity theft are not 
the same thing, although the former 
can be used to accomplish the latter. 
Identity theft involves someone as-
suming your identity—that is, pre-
tending to be you, normally for 
purposes of financial gain. (That gain 
might derive, for example, from ac-
quiring and then charging up credit 
cards in your name.) In order to ac-
complish this type of theft, one might 
indeed hack into your network, your 
computer, or your email or social 
media accounts.

Identity theft is a serious and 
growing problem, one that has be-
come exacerbated by the growing 
amount of (supposedly private) data 
we voluntarily put online, which is 
much more accessible than you might 
imagine. The result of an identity 
theft can range from the merely in-
convenient to the truly catastrophic.

Identity Theft
How To Avoid Becoming A Victim

THE STATE OF IDENTITY THEFT
About 12.6 million people were vic-

tims of identity theft in 2012; that’s 
an increase of more than one million 
from the previous year, according to a 
report by Javelin Strategy & Research 
(www.javelinstrategy.com). Why the in-
crease? One possible cause is the spike 
in website data breaches: According 
to the Open Security Foundation 
(www.opensecurityfoundation.org), data 
breaches in 2012 increased over 100% 
compared to the previous year. And 
whenever such breaches occur, “pri-
vate” data leaks out onto the black 
market, where some of that data is 
sold to scammers looking for identi-
ties to assume. (These breaches can be 
huge. In one single 2012 incident, Dun 
& Bradstreet employees in China stole 
and sold 150 million customer records. 
And a 2013 breach exposed almost 3 
million Adobe customers’ personal 
data to hackers.)

If an identity theft occurs, you may 
or may not end up on the hook for 
goods and services charged in your 
name. Regardless, discovering the 
scam and straightening out your 
records can be costly and time-con-
suming. One study found that victims 
spent an average of 175 hours per in-
cident trying to unravel the problems 
caused by identity theft. 

How exactly does identity theft  
occur? We’ll provide an overview of 
how identity thieves operate and give 
you some hints about how to avoid 
becoming an ID theft victim. 

IT’S NOT JUST AN
ONLINE PROBLEM

To begin with, it’s important to 
note that you need to protect your 
physical, real-world data as well as in-
formation that resides online. Identity 
thieves can rummage through your 
garbage, the trash at your place of 
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business, or even public landfills. 
They can steal your mail, which may 
include account statements, credit 
card offers, and tax info. And that 
credit card you hand to a possibly 
underpaid and occasionally des-
perate server at a local restaurant? 
How do you know that your credit 
card details won’t be copied down 
and sold later on the black market? 
You don’t, and this happens all the 
time. In fact, according to some 
sources, a retail clerk copying a card 
number is just as common—or even 
more common—than someone ac-
quiring such info via the Internet.

Often there’s an element of social 
engineering present in these scams. 
Someone may work (or pretend to 
work) for a legitimate company, med-
ical office, or government agency, 
and contact you hoping to convince 
you to reveal personal information. 
Some may try to trick you into re-
vealing personal information by 
email or phone.

This sort of scam is not at all un-
common. For example, just about 
every tax season in recent memory 

has brought with it a spate of bogus 
text messages claiming to come from 
the IRS and offering a tax credit if the 
recipient texts back with his checking 
account number. Trust us: The IRS 
already has your checking account 
number. And every other number 
associated with your finances. And if 
they wanted info from you (or were 
thinking of paying you a visit), they 
would send you a letter to that effect.

SOCIAL MEDIA
Social media is a gold mine for 

thieves, and you’d be surprised 
at what they can accomplish by ac-
quiring seemingly harmless informa-
tion. Do not share your phone number 
online, and be cautious when posting 
any personally identifying informa-
tion that an identity thief might use; 
that is, either don’t post it or make 
sure only a limited number of people 
can view it. According to a recent Visa 
survey, more than 58% of consumers 
surveyed admitted to sharing per-
sonal details over social media that 
could put them at risk for fraud and 
identity theft. Those details included 

birth dates, phone numbers, home ad-
dresses, and their mother’s maiden 
name. About 15% posted upcoming 
travel dates. And, perhaps most sur-
prisingly, 7% admitted posting their 
Social Security numbers.

UNSECURED OR FAKE
WI-FI NETWORKS

If you send personal data over an 
unsecured network, it can be stolen. 
And if the network is a fake (e.g., a 
rogue wireless network named Star-
bucks Wi-Fi, for instance, when the real 
coffee shop network is simply called 
Starbucks), you can bet that info will 
be stolen; after all, that’s the whole 
reason for setting up such a network.

WEAK PASSWORDS
Do not use simple passwords or 

reuse the same password on multiple 
sites. In the former case, brute-force 
utilities can crack a simple password 
in minutes. It takes even less time if 
the password is a name, a birthday, 
etc. Instead, use a long password—at 
least eight characters—that includes 
upper and lower case letters, num-
bers, and special characters.

If you use the same password on 
multiple sites, then if someone gets 
enough info to break into one ac-
count, he’s got enough info to com-
promise all of your accounts.

OUT-OF-DATE SECURITY
If your security software is out-

of-date, it might as well not be there 
at all. If it’s there and up-to-date but 
you rarely run it, it might as well not 
be there at all. Today’s security suites 
do a good job of shielding you from 
scam offers, phishing emails, net-
work “sniffing” programs, and other 
attacks that can lead to ID theft or 
worse. But if the software is obsolete 
or unused, it does you little good.

Similarly, if your operating system 
(desktop or mobile) or applications 
are out of date and unpatched, they 
can constitute a serious security risk. 
Auto-update or make it a point to do 
frequent manual updates. ●

10 TIPS FOR AVOIDING IDENTITY THEFT
So, what should one do to avoid becoming a victim of identity theft? 

And how do you even know if you’ve been victimized? Take these steps:

Pick up your mail as soon as possible after delivery. If you’ll 
be out of town, have your mail held at the post office or have a 
neighbor pick it up regularly.
Leave your social security card at home in a safe place; ditto any 
other ID and credit cards you won’t be needing.
Watch out for online prices that seem too good to be true, espe-
cially if the vendor doesn’t provide any offline contact info. This 
especially applies to offers you receive via email.
Know when your bills normally arrive. If they’re late, contact 
your creditors. 
Run up-to-date antivirus software and a personal firewall.
Don’t post private information on discussion lists or forums. 
Use strong passwords; use different passwords for each site.
Request and examine a copy of your credit report every year.
Keep items containing your personal information in a secure 
location.
Shred personal documents before throwing them away.
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Whenever you use a social net-
working site or other Web-based ser-
vice, your privacy is at risk. Because 
accidents and privacy glitches can and 
do occur, the most conservative rule of 
social networking is to never post any-
thing (even in private) that you would 
be embarrassed about if it were avail-
able for the world to see. Of course this 
approach can be impractical, especially 
when using a social media service for 
personal use where the whole point is 
to share different kinds of information 
with different sets of people. 

To address the privacy concerns of 
users and regulators alike, social media 
service providers offer numerous tools 
for controlling what personal informa-
tion and content can be accessed by 
whom. However, although some of 
these tools are easy to find and straight-
forward to use, others are not. This ar-
ticle will arm you with the information 
you need to use these tools well.

Social Media Privacy Tips
Protect Your Data In LinkedIn, Facebook, Google+ & Twitter

LINKEDIN
The networking site of choice for 

professionals and businesses world-
wide, LinkedIn offers four categories 
of security and privacy controls. The 
settings are easy to understand, access, 
and change. Our primary advice is to 
have patience, because if you want to 
make more than one or two changes to 
these settings, it can take more than one 
or two clicks to get the job done. This 
is because, depending on the setting 
you’re changing, LinkedIn will often 
leave you back at your home or profile 
page, requiring you to dig into the set-
tings again before you can make addi-
tional changes.

By default, much of your LinkedIn 
profile will be fully visible unless you 
make specific aspects of it accessible only 
to your LinkedIn connections. If visi-
bility is what you’re after, don’t restrict 
access to your profile; that way, anyone 
searching your name on the Web will 

be able to find out about you via your 
LinkedIn page. Regardless of the privacy 
settings you use, however, be aware that 
by using LinkedIn you give the service 
permission to use some of your informa-
tion for marketing purposes.

To modify your LinkedIn privacy set-
tings, move the pointer to your profile 
photo or avatar in the top-right corner of 
the LinkedIn page and click Privacy & 
Settings. You will find privacy settings 
within four main areas: Profile (basic 
information about your career and in-
terests); Communications (applies to 
communications with LinkedIn users 
as well as LinkedIn the company); 
Groups, Companies & Applications (in-
teractions with LinkedIn groups, com-
panies using LinkedIn, and any apps 
you use); and Account (includes overall 
visibility and advertising preferences). 
It’s important to change settings in all 
four areas to truly take charge of your 
privacy on LinkedIn.
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FACEBOOK
Although it has plenty of detrac-

tors, Facebook also has a user base that 
passed the 1 billion mark in October 
2012 and reigns as the dominant so-
cial networking service for consumers 
and businesses alike. Because so many 
people use the site to “friend” and 
“like” all kinds of people, places, and 
things, Facebook is arguably the social 
network with the most potential pri-
vacy pitfalls. The site has been com-
pared to a dinner party, 
which could be among the 
most fitting descriptions be-
cause whatever you say to 
your Facebook friends (or, 
to follow the analogy, the 
people sitting at your dinner 
table) can easily get passed 
along to those friends’ 
friends. Therefore the No. 1 
privacy consideration with 
Facebook is to be careful 
what you post. Any post can 
be re-posted, leaving you 
with zero control over who 
might end up viewing it.

Facebook has taken many 
hits over the years due to 
privacy gaffes, but to the 
company’s credit it has re-
sponded by providing users 
with increasingly tighter 
controls. Settings are now 
available all in one place; 
click the gear icon in the top-
right corner of the page to 
access them. In the column 
of settings on the left, click the Security 
tab and elect to use secure browsing 
whenever possible. Click the Privacy tab 
to control who can see what you post 
and for what amount of time, who can 
find you on Facebook and how, and 
how visible your Facebook account will 
be on search engines.

To take greater control over what 
can be done to your Facebook Timeline 
and by whom, click the Timeline And 
Tagging tab and make the neces-
sary adjustments. Here you can also 
manage how you are “tagged” (identi-
fied) in photos and other posts. If there 

are specific people you want to limit 
interaction with, click the Blocking tab 
and set the appropriate limits.

GOOGLE+
Google’s social networking site is 

gaining steam as a Facebook com-
petitor and has taken a firm second 
place according to a GlobalWebIndex 
report tracking Internet users world-
wide during Q1 2013. According to 
the report, 26% were using Google+ 

compared to 51% using Facebook. 
Google+ offers its users significant vis-
ibility, mainly because Google is the 
top search engine and Google+ user 
profiles and posts are often prominent 
in Google searches. It can be more of 
a challenge, then, to restrict visibility 
in Google+ as opposed to other social 
media sites.

To access privacy settings, click the 
drop-down arrow next to your profile 
photo or avatar in the top-right corner 
of the page and click Privacy. Google+ 
is not the site to use for anonymity, 
because your name and some profile 

information will be searchable on the 
Web no matter what, but Google+ does 
let you control what public profile in-
formation is visible to others. Where 
Google+ provides the most control 
is in your posts, which can be shared 
with specific “circles” (groups) of fellow 
Google+ users. As with Facebook, 
though, be careful what you post, be-
cause posts can be re-shared with circles 
outside of your circles.

TWITTER
Generally speaking, using 

Twitter is the social media 
equivalent of using a bull-
horn to address a large 
crowd, so privacy probably 
isn’t a top consideration for 
most Twitter users. There 
are some things to be aware 
of, however, when you use 
Twitter. Unless you opt 
out of Twitter’s personal-
ization feature when you 
create an account, Twitter 
will track the websites you 
visit where a Twitter func-
tion is present (including 
other users’ Twitter pages,  
pages with Tweet buttons, 
and pages that use Twitter 
widgets) and use that infor-
mation as a basis for sug-
gesting Twitter feeds for 
you to follow. When your 
account is established, you 
can opt into or out of this 
feature. Click the gear icon 

in the top-right corner of your Twitter 
page, click Settings, scroll down to 
Personalization, change the Tailor 
Twitter Based On My Recent Website 
Visits checkbox, scroll further down, 
and click the Save Changes button.

By default, Twitter displays promo-
tional content from its ad partners. The 
Twitter Settings page gives you the 
ability to opt out of this. If you want to 
make your tweets private, visible only 
to Twitter users you designate as op-
posed to the entire “Twittersphere,” 
check the Protect My Tweets checkbox 
on the Settings page. ●

Many social media services, including Facebook and LinkedIn, provide 
multiple areas in which you can adjust privacy settings. Explore these 
areas, such as Timeline And Tagging in Facebook and Communications 
in LinkedIn, to make sure the sites behave as you expect.
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D I G I T A L

The Latest Premium Electronics

SONY VAIO TAP 11 TABLET PC
➤ Still sitting on the fence about whether to buy a tablet or a PC? Sony 
claims its new VAIO Tap 11 Tablet PC (starts at $799; www.sony.com) can 
satisfy both desires by offering the power of a PC without sacrificing the 
travel-friendliness of a tablet. The Tap 11 packs an 11.6-inch Full HD 10-
point touchscreen display; up to 512GB SSD storage; 4GB memory; and 
USB 3.0, micro HDMI out, and micro SD ports into a frame that is just 
0.39 inch thin. That, Sony states, makes the Tap 11 the world’s thinnest 
Windows 8 tablet with Intel Core or Pentium chip. (The standard model 
comes with a 1.2GHz Pentium 3560Y CPU.) Beyond bundling a detach-
able magnetic wireless keyboard that doubles as an aluminum cover, the 
Tap 11 also includes Sony’s Active Pen that has two interchangeable tips 
for writing, drawing, and tapping abilities. Further, a CamScanner app 
enables scanning, archiving, editing, and sharing documents, while a 
Note Anytime feature slickly captures handwritten and keyboard notes. 
Elsewhere, beyond NFC support, the Tap 11’s integrated IR remote lets 
the device function as a universal remote.  
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GIGABYTE FORCE K7 STEALTH GAMING KEYBOARD
➤ Just as you don’t hit the gym for a workout dressed in your business threads, you don’t enter into an 
intense night of PC gaming armed with a standard QWERTY keyboard. What you need in your arsenal is 
a keyboard that’s constructed specifically for speed, durability, and performance, and does it with a little 
visual flair to boot. Enter Gigabyte’s FORCE K7 Stealth Gaming Keyboard (about $49.99; www.gigabyte.com).
Beyond an ability to shift among blue, green, and cyan lighting (with user-adjustable brightness), the FORCE 
K7 sports a “scissor-key” structure that Gigabyte says makes possible the board’s slim but solid design 
and short actuation distance. The latter means the board offers the quick and stable key presses that are so 
important for PC gaming performance. Another vital gaming keyboard ingredient is anti-ghosting support 
for pressing multiple-key combinations, which the K7 Force includes for up to seven simultaneous presses 
of the Q, W, A, S, D, left SHIFT, and Spacebar keys. Finally, when a little bragging is in order, the board’s 
Function keys grant fast access to social networking sites.

COOLER MASTER COMFORTER
➤ One of the best aspects about notebooks is 
that you can use them pretty much anywhere, in-
cluding on your desk, while sitting in a chair, or 
even while in bed. One of the downsides of note-
books is they expel what can be a considerable 
amount of heat—something not too comfortable 
on the legs over time. Cooler Master’s Comforter 
($24.99; www.coolermaster-usa.com) offers relief 
in the form of an interchangeable, ergonomic, 
cushioned design that’s compatible with up to 
17-inch notebooks. The curved and angled design 
lets airflow escape from the notebook without 
your legs taking the brunt. The rubberized sur-
face on one side helps keep the Comforter from 
sliding around on your desktop. Flip it over so 
the rubberized side faces up and you have ac-
cess to a nifty grooved slot where you can stow 
cables, accessories, and a notebook’s power 
brick. Available in black and white colors,the 
Comforter weighs just 1.1 pounds.

PC Today  /  December 2013 63



The scenario is familiar to traveling 
professionals: your PowerPoint presen-
tation is all set when new and relevant 
information comes to light and must 
be added. If you’re on the road or in 
the sky and find yourself having to 
add charts or graphs to a PowerPoint 
presentation, this article will help. We 
include tips designed for PowerPoint 
novices and adept PowerPoint users 
seeking specific chart-making advice. 

➤ CREATE A BASIC
CHART OR GRAPH
To insert a colorful chart or graph il-
lustration into your PowerPoint presen-
tation, locate the Insert tab and select 
Chart. Next, look through the available 
chart types, select the design that best 
represents the information you want 
to share, and click OK. A Microsoft 
Excel chart will open with placeholder 

text and figures you can replace with 
relevant data. When you finish entering 
information, click File and Close to open 
the finished chart in PowerPoint.

➤ SAVE & MANAGE
CHART TEMPLATES
If you want to adjust the look of an 
existing chart, click the chart in the 
PowerPoint slide and the Chart Tools 
contextual tab appears. Keep in mind 
Chart Tools will only appear when 
you select a chart. Open the Design tab 
and you can manipulate the overall 
layout of a chart, adjust its style, 
and save it as a template for future
presentations. To adjust the orienta-
tion, size, or spacing of a chart’s data 
and graphical elements, expand the
Charts Layouts pane and choose one
of the nine layout options. You can also
change chart elements and background

colors by selecting options from the
Chart Styles section on the Design tab.
When you’ve fashioned a chart you’d
like to reuse, click the Save As Template 
button on the Design tab. Name the
chart and PowerPoint saves it with
the .CRTX file extension, which indi-
cates it is a chart template. 

➤ HIGHLIGHT IMPORTANT
DATA IN A POWERPOINT CHART
Whether you’re presenting numerous 
charts or need to add emphasis to spe-
cific data within a chart, sometimes it’s 
beneficial to call out key points. Locate 
the Drawing pane in the Home tab and 
expand the Shapes menu. Select one that 
is appropriate for emphasizing informa-
tion in your chart, and then click any-
where in the chart to place the shape. To 
customize the shape, select it and click 
the Shape Fill, Shape Outline, Shape 

PowerPoint Tips For  
ADDING CHARTS & GRAPHS
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Effects, and Quick Styles options in the 
Drawing pane.

➤ INSERT A CHART 
THAT’S LINKED TO EXCEL
If you’re used to working in Excel and
prefer to construct the skeleton of your
chart first, you can use Excel to com-
pile data and create a chart for use in
PowerPoint. Start by entering values
in an Excel workbook. Highlight all nec-
essary data cells, click Insert, and apply
a preferred chart style in the Charts 
pane. Next, select the newly created 
chart and click Copy in the Home tab. 
Open a current or new PowerPoint slide 
and find the Clipboard pane. Click the 
Paste drop-down arrow and choose 
Keep Source Formatting & Link Data 
(to maintain the appearance of the Excel 
file) or Use Destination Theme & Link 
Data (to match the chart appearance 
with the presentation).

➤ EDIT & ADD LABELS
A chart that includes a lot of numbers 
or a detailed legend may require some 
editing, especially because you want it 
to look polished for presentation pur-
poses. These fine-tuning tools are lo-
cated in the Labels pane of the Layout 
tab on the Chart Tools contextual tab. If 
you notice that your chart is missing a 
title, you can add one by clicking Chart 
Title and selecting Centered Overlay 
Title or Above Chart—this displays 
a title at the top of the chart. You can 
browse the remaining label options to 
add axis titles, insert legend variations, 
and manipulate data. 

➤ ADJUST STYLE & TEXT
To put the finishing touches of color 
and contrast on a chart, start by clicking 
the Format tab in the Chart Tools con-
textual tab. You can enhance back-
grounds, category shapes, and 3D chart 
elements when you use options on 
the Shape Styles pane for each feature. 
Options on the WordArt Styles pane 
let you apply fill colors, outlines, and 
effects to chart text. To view every part 
of your chart (such as depth, floor, hori-
zontal axis, side wall, and so on), click 

the drop-down arrow at the top of the 
Current Selection pane. 

➤ MODIFY DATA
IN AN EXISTING CHART
Regardless of whether you created
your initial chart in Excel or Power-
Point, you should be able to modify 
data without much hassle. In Power-
Point, click the chart you intend to 
change and select the Design tab in the 
Chart Tools contextual tab. Next, click 
Edit Data in the Data pane. Excel opens 
the data sheet in a new window and 
from here you can click and edit indi-
vidual cells. Simply closing the Excel file 
will refresh and save the new content.

➤ ADD ANIMATION
If you want to emphasize a particular 
data group, you can add animations to 
a graph or chart. Under the Animations 
tab, the Animation pane has approxi-
mately 30 default animations you can
apply to a chart. Explore extra effects
by clicking More Entrance Effects,
More Emphasis Effects, or More Exit
Effects at the bottom of the Animation
menu. To stagger the animation of
individual objects, click Effect Options
and select one of the following func-
tions: As One Object, By Series, By 
Category, Be Element In Series, or By 
Element In Category. ●

Microsoft PowerPoint’s Design tab in the Chart Tools contextual tab lets you modify the 
layout of your chart and adjust its style. These settings help you create one-of-a-kind charts 
and graphs that illuminate important statistics or values. 

You can outline a graphical element, change its color, and add unique effects to a chart or graph 
all within PowerPoint. In addition, applying WordArt Styles will change the fill color, shade, and 
outline of selected text.
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The theft or loss of a laptop, tablet, 
smartphone, or other mobile device 
ranks among the worst productivity ca-
tastrophes that can befall a traveling 
professional. For all intents and pur-
poses, our devices are our offices when 
we travel, and losing them disrupts our 
ability to work and communicate. There 
is an obvious financial hit associated 
with the loss of hardware, but there is 
a potentially greater hit that occurs in 
the loss of corporate data. It’s impor-
tant, then, to know where your data 
is at all times, so in the event that you 
no longer have access to your devices, 
you’ll know what is lost and what is ac-
cessible elsewhere. And, if you follow a 
few mobile best practices, you’ll never 

have to worry about losing much data at 
all—if any.

➤KNOW WHAT GETS BACKED
UP AUTOMATICALLY
Depending on your smartphone’s or tab-
let’s operating system, there is a certain 
amount of device data that automatically 
gets backed up on a regular basis. If you 
use a USB cable to directly sync your 
iPhone or iPad with your computer, for 
example, the sync process backs up all 
of the OS and app data stored on that 
device; there is an option to encrypt and 
password-protect the backed-up data, 
too. If you use the iCloud service with 
your iOS device, specific sets of data 
will automatically be backed up in the 

background as long as your device has 
a Wi-Fi Internet connection, is plugged 
in to a power source, and has a locked 
screen; backed up data can include 
camera roll images, documents, audio, 
and settings, depending on the options 
you choose.

Android users can manage incre-
mental backups for apps and device 
settings by signing into the associated 
Google Account from the smartphone 
or tablet. The Android Auto Sync feature 
routinely syncs in the background; how 
and what it syncs partly depends on the 
options you choose, but by default the 
feature backs up OS data, contact infor-
mation, documents, and select app data 
(such as Facebook and Twitter). 

Mobile Data Best Practices
SYNC & BACKUP OPTIONS
FOR YOUR TRAVELS
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you could set up an account with a 
major online storage provider to use 
with only a handful of files that are 
necessary for a specific trip. Providers 
offering this type of service typically 
also offer a mobile app that makes the 
service more useful on your mobile 
device. And some major storage ser-
vices also sync with productivity apps 
you might already have installed on 
your devices.

Another stop-gap alternative is 
to use a Web-based email service to 
email documents to and from a cor-
porate account. Doing this ensures 
that a copy of the document is main-
tained on the corporate network even 
after you delete the associated email 
from the Web email account.

➤ PHYSICAL BACKUP
Finally, you can’t sync a certain amount
of valuable device data to the cloud 
(or to your main computer via the 
cloud), so be sure to back up that data 
as often as possible to a second device 
(such as a laptop) or storage solution 
(such as a microSD card or portable 
hard drive). ●

If you have a device running one of 
the latest versions of Windows Phone, 
you can sync documents stored on your 
device with Microsoft’s SkyDrive cloud 
storage solution; you can also retrieve 
documents from SkyDrive that were 
uploaded from a different source. To 
sync all of the photos, audio files, and 
videos stored on your Windows Phone 
device, you must install Microsoft’s 
Zune software on your computer and 
connect the mobile device to the com-
puter via USB.

➤DON’T FORGET 
YOUR APP DATA
“App data” encompasses a broad range 
of digital information, but in our con-
text it means third-party apps and the 
content you create using those apps. 
Consider, for instance, note-taking ser-
vices that exist as both cloud services 
(where all of the information associ-
ated with those services is stored in the 
cloud) and applications (where your 
app-related information is stored lo-
cally). As you take notes with the app, 
it stores those notes locally and in the 
cloud simultaneously and in real-time. 
Such an app-service combination is dif-
ferent from a note-taking app that does 
not have an associated cloud service; 
with this type of app, everything you 
add is stored only in the device and is 
therefore vulnerable to loss. Make sure 
you know how your apps work so you 
don’t get caught unawares. 

Also keep in mind that some apps 
are more flexible than others. Apple’s 
Notes app in iOS, for example, can 
keep your notes on the device only or 
on both the device and in the cloud, 
depending on how you set it up.

➤ BE CAREFUL
WHEN TRAVELING
If you travel frequently, you probably 
have quite a few travel-related routines. 
When it comes to keeping all of your 
data intact, though, it’s important to re-
member that travel disrupts the rou-
tines you’ve established at the office. 
For example, if you regularly sync your 
tablet and smartphone with your com-
puter but typically leave the computer 
behind when traveling, the backup 
that otherwise occurs with every phys-
ical sync won’t take place during your 
travels. If you keep that sort of thing 
in mind while traveling, you will re-
main aware of what data resides in 
the “danger zone” (i.e., stored on your 
device, but not backed up anywhere 
else) in the event your device gets lost 
or stolen. 

➤ USE CLOUD SERVICES,
AT LEAST TEMPORARILY
If you’re reluctant to sync key data 
to a cloud backup or storage service 
on a regular basis, consider using an 
alternative cloud solution—at least 
temporarily—to meet specific require-
ments while traveling. For example, 
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You can customize which apps are backed up in iCloud by toggling the 

ON/OFF button next to each app. Be sure to activate the Find My iPad 

feature in case you need to locate a lost iOS device.

➤

To locate the 

Storage & Backup 

menu on your iOS 

device, tap Settings, 

iCloud, and Storage 

& Backup. From this 

screen you can view 

available storage 

and switch iCloud 

off and on.

➤

PC Today  /  December 2013 67



If you do enough traveling, you 
soon learn some tricks to eliminate 
some of the stress and headaches 
that come with being on the road. 
Technology can often help, as the fol-
lowing travel-friendly devices prove. 

➤ BLUETOOTH FINDERS
Ever set down the keys to your rental 
car or your own vehicle on a restaurant 
table only to get up, walk away, and 
leave them behind? Many of us have 
done this. One way to prevent the ag-
gravation that typically follows is to 
attach a small Bluetooth dongle-like de-
vice to the key ring. These devices com-
municate with a smartphone, warning 
you when the phone moves out of 
range of the dongle. Typically, such de-
vices cost about $20 or more and have a 
smartphone app that sounds an alarm, 
emits a beep, or even provides a visual 

indicator that lets you see when you get 
closer or move farther away from the 
key ring or other object to which you at-
tached the device. 

➤ BLUETOOTH KEYBOARD
No matter how adept or comfortable 
you are typing on a mobile device’s 
touch-enabled keyboard, there are times 
when facing a hefty amount of a text or 
numbers to enter into a document or 
spreadsheet that a full-fledge keyboard 
would be a better choice. While some 
tablets bundle a Bluetooth keyboard, 
others don’t. Fortunately, plenty of 
third-party options are available. Nearly 
all Bluetooth keyboards are thin and 
light enough to make an ideal travel 
companion, and some double as a pro-
tective tablet cover as well as conve-
niently fold into a stand to present a 
laptop-like form factor. Depending on 

the model, a particular Bluetooth key-
board may include backlighting and 
specialty keys, integrate a rechargeable 
battery, and provide a carrying case. 
Pricing generally ranges from $60 to 
$100 or more. 

➤ DEVICE CHARGERS
If there’s one certainty about mobile 
devices it’s that they don’t hold their 
power forever. Further, an outlet isn’t 
always available for recharging. Thus, 
it’s a good idea to pack your own por-
table power supply so you can keep 
using that smartphone, tablet, note-
book, or other device. Though price, 
size, and weight can vary widely, gen-
eral portable charger options include 
battery packs that are solar powered 
and/or integrate a rechargeable bat-
tery. Typically, models bundle multiple 
device adapters, and some models 

Devices That Can
EASE TRAVEL HEADACHES
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may include multiple connectors to 
charge several devices simultaneously. 
Some packs also function as a cover 
for a smartphone. Other power-related 
products worth considering include 
USB power adapters that plug into 
power outlets to provide a USB port 
for charging, solar backpacks, power 
adapters for overseas travel, and mini 
surge protectors.    

➤ LUGGAGE TRACKERS
Some people would pay a small for-
tune to know where their luggage is 
at all times. Anyone who has experi-
enced lost luggage understands why. 
The good news is you don’t have to pay 
a fortune to pinpoint the exact location 
of your baggage. For somewhere in the 
neighborhood of $50 to $100, you can 
acquire a device (perhaps even an FCC-
certified and FAA-compliant one) that 
use GPS (Global Positioning System), 
GSM (Global System For Mobile Com-
munications), and other technologies 
to provide tracking abilities for lug-
gage. These devices are small enough 
to easily fit in a bag and can do such 
things as email or text you a verification 
that your luggage arrived at its destina-
tion. If your luggage is completely lost, 
the devices let you pinpoint the bags’ 
locations on a Web-based map. 

➤ MULTI-TOOL KNIVES
While you still can’t take a pock-
etknife on a plane, you can take one 
with you when traveling by land, and 
having a multi-tooled knife on hand 
can get you out of a fair number of 
jams, including in a storage sense. 
That’s because beyond packing an ac-
tual blade (as well as possibly a screw-
driver, scissors, wine opener, pliers, 
etc.), some multi-tool knives integrate 
a USB memory stick for storing and 
transferring several gigabytes’ worth 
of document, image, video, audio, 
and other files. Thus, even if you lose
your notebook or tablet, you’ll still
have important files handy. Depend-
ing on the storage amount and model, 
prices of multi-tool knives can span 
from about $25 to $100 or more. 

➤ NOISE-CANCELING
HEADPHONES
Whether in a plane, shuttle bus, taxi, 
or room in a not-so-quiet hotel, noise 
seemingly always surrounds a trav-
eler. Noise-canceling headphones pro-
vide an escape from the din by using 
battery-powered technology to essen-
tially match and cancel external sound 
swirling around. Alternatively, less 
bulky and non-battery charged sound-
isolating earbuds offer comparable re-
sults by fitting into a user’s ear canal 
to isolate sound rather than cancel it. 
Depending on the mechanics, engi-
neering, sound quality, and materials 
in use, headphone and earbud prices 
can stretch from $50 for an acceptable 
pair to into the hundreds of dollars. 

➤ PORTABLE HOTSPOT
Staying Internet-connected while trav-
eling is an absolute necessity for busi-
ness travelers, but doing so via Wi-Fi 
isn’t always easy. Although public Wi-
Fi hotspots are available, they’re not 
always free and security can be an 
issue. An alternative is to use a por-
table hot-spot device (costing about 
$50 or more) that uses a mobile 
broadband connection (a 4G LTE net-
work, for example) to form a wireless 
hotspot for multiple devices. Another 
option is to use a portable router. 
Plug an Ethernet cable into, say, 
a hotel room’s wired Internet port, 
plug the cable’s other end into the 
router, and you’ve created a wireless 
network with multiple-device sup-
port. Elsewhere, various companies 
provide private Wi-Fi services for a 
monthly/annual charge that provide a 
welcomed layer of security when con-
necting to a public Wi-Fi hotspot. 

➤ PORTABLE MONITOR
In some office environments today, you
may see two (or more) monitors on an
employee’s desk. This setup allows users
to easily switch among open programs, 
keep tabs on continually updating infor-
mation in a Web browser, and perform 
other multitasking chores. Travelers can 
get this same second-screen ability away 

from the office by bringing along a USB-
based portable monitor. Such screens 
(generally $75 to $200 and more) con-
nect and draw power from a notebook 
via USB cable. Typically, the screens 
support landscape and portraits modes, 
bundle a stand to prop them up, and 
are light enough you likely won’t no-
tice when you’re toting one around. 
Depending on the model, touch abilities 
might also be included. 

➤ STORAGE DEVICES
One thing you can’t have too much of is 
storage, including for reasons tied to ac-
cessing and backing up data. Packing an 
extra memory card, USB thumb drive, 
or external drive on which you can grab 
or offload photos, videos, and other files 
is smart. (Just make sure not to lose the 
storage device on which that data re-
sides.) If you’re expecting rugged condi-
tions where you’re going, some external 
drives and USB memory sticks offer 
water- and shock-resistant features to 
provide protection against the elements 
and drops. Overall, storage continues 
to be an excellent value. Memory sticks, 
for example, can start at around $10 de-
pending on the storage capacity. 

➤ VIDEO STREAMERS
It’s possible you already have a set-top 
box-like device attached to your HDTV 
at home to stream on-demand TV pro-
grams, movies from subscription ser-
vices, and audio from Internet radio 
stations. A nifty aspect of these devices 
is that travel-friendly sizes (some are es-
sentially a glorified USB stick) means 
they can easily stow away in a suitcase. 
Unpack it once in your hotel room; con-
nect it to the TV’s HDMI, USB, or AV 
port; configure the Wi-Fi settings; and
all the content you have at home is now
available for watching in your hotel 
room. Should you forget to pack the re-
mote control the device bundled, many 
streamers have compatible apps that 
enable a smartphone or tablet to func-
tion as a remote control. With prices 
ranging from only about $35 to $100 or 
more, these devices are an entertain-
ment steal. ●
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Just as there are now virtual or 
cloud-based versions of software and 
storage solutions that used to be 
firmly entrenched in physical servers 
and desktops, there are now Web 
versions of Microsoft’s widely used 
Office products. Word, Excel, and 
other Office programs are included 
in a hosted service called Office 365 
(office365.microsoft.com). But as familiar 
as you may be with the functional-
ity of traditional Office products, 
there are plenty of new capabilities, 
features, and collaborative possi-
bilities to explore in the Web-based 

version. We offer some practical tips
and how-to steps that will help you
advance from novice to experienced
Office 365 user. 

➤ CUSTOMIZE YOUR 
PUBLIC WEBSITE
If your company uses SharePoint 
Online, you can update or add pages 
to your Public Website whether you’re
in the office or on the road. Click the
Page tab and select Edit to start mak-
ing changes to an existing page—say,
to add new information and photos
for a new product, update a schedule,

or post to a blog. Use the Page tab
to change layouts, the Insert tab to add
content, or the Format Text tab to work
with text. Or click the Page tab and
select New to create an entirely new 
page for the Public Website.

➤ CREATE PERSONAL 
& TEAM WEBSITES
When you become an Office 365 user, 
you can activate a My Site website 
where you can manage and share 
docs hosted by SharePoint Online. A 
similar feature exists for team project 
management in the Team Site, where 
you can create a Team Site for sync-
ing calendars, developing projects, 
and working offline. To start a team-
accessible home base site in Share-
Point, go to the Site Actions menu, 
choose New Site, and then click the 
Featured Items or Browse All tab. 

Office In The Cloud  
LEVERAGE THE WEB

If your company uses SharePoint Online, you can 
update or add pages to your Public Website whether 

you’re in the office or on the road.  
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desktop Lync, you can use the app to let 
others know your present availability, 
as well.

➤ USE YOUR MOBILE DEVICE 
TO SHARE DOCS 
Microsoft recommends two sharing 
methods from mobile: sharing with 
recipients you invite to your site and 
sharing via a guest link. Both methods 
may require you to switch from mobile 
to PC view through the Settings menu. 
To share with site invitees, tap More in 
the document library, then tap Share. 
Next, type the appropriate names or 
email addresses of those with whom 
you’re sharing the doc. Next, select Can 
Edit or Can View; check the Require 
Sign-In box. If you would like to add a 
message, choose Show Options and tap 
Send An Email Invitation. If you opt to 
send a guest link, simply uncheck the 
Require Sign-In check box.

➤ RECORD COLLABORATION
SESSIONS USING LYNC
Lync helps you document current mul-
tiuser conversations, calls, and meet-
ings so you can easily reference pivotal 
conversations. To do this while you’re 
in Lync, direct your pointer to the con-
versation window and click the More 
Options menu (two arrows on the right 
side of the window). Next, click Start 
Recording. You can access saved record-
ings by navigating to the Microsoft Lync 
Recording Manager. Click Start, select 
All Programs, and then click Microsoft 
Lync. Open the Manager and choose 
your preferred recording. ●

Assign your team site a URL 
and title and click Create.

➤ ADD SHARED & 
PRIVATE NOTES
DURING A LYNC
MEETING
Many times the records, lists, 
and important items you save 
in OneNote (Microsoft’s digital 
note-taking software) turn into 
meeting agendas and tasks for 
colleagues, so it’s convenient 
that Lync lets you save private 
notes or share notes for collaborative 
discussions. To start a note during an in-
session Lync meeting, click the OneNote 
tab in the conversations window after 
you pause the presentation. Then select 
My Notes to start typing private notes 
or click Share Notes and choose a sec-
tion for note-taking. 

➤ SHARE A PRESENTATION
Lync not only lets you share your 
Desktop, a program window, a white-
board, or a poll, but it also lets you 
share PowerPoint presentations. When 
you start an IM (instant message) con-
versation, click the Share drop-down 
menu and select the PowerPoint Pre-
sentation option. After the presentation 
uploads, you can enable restrictions, 
such as who can enter the presentation, 
who presents, and who is allowed to 
annotate the presentation.

➤ SEND DOCUMENTS VIA
INSTANT MESSAGE
There are two ways to send a document 
as an attachment using Lync: from the 
document itself or through an open 
IM window. Within the document 
you intend to send, click File, click 
Save & Send, and then select Send By 
Instant Message. In the Address Book 
window add the recipient names in the 
To field, and then make sure you can 
see the attachment in the IM window. 
Alternatively, you can start an IM con-
versation with a recipient, click the 
paper clip icon (for sending attach-
ments), choose a file, click Open, select 
the item you intend to share, and send.

➤ EDIT OR VIEW DOCS IN
REAL TIME
Another advantage of SharePoint is the 
ability for multiple users to work in the 
same documents simultaneously. To 
access a document that’s available for 
team editing, find the document link 
in your SharePoint website’s document 
library, hover over and click the arrow 
(if you’re asked to select Ready Only 
or Edit), and choose View In Brows-
er or Edit In Browser. Accessing doc-
uments in this way requires that the 
corresponding Microsoft Web App 
(Word, Excel, PowerPoint, or OneNote) 
is installed.

➤ SHARE YOUR CALENDAR
Office 365 Outlook includes calendar 
sharing options that let you select a con-
tact or group of people who may access 
your schedule. You can do so by enter-
ing the Calendar view, clicking Share, 
and choosing Share This Calendar. 
Next, insert the individual or group 
who will receive the shared calendar.

➤ STAY IN TOUCH WITH
COLLEAGUES VIA MOBILE APP
If your company uses Microsoft Lync, 
try the mobile app when you’re away 
from the office. The Lync app is avail-
able for a variety of mobile platforms 
and provides you with capabilities sim-
ilar to those of the desktop version. Log 
in and start connecting with colleagues 
directly via IM, or use the app to place 
calls, start an email message, or partici-
pate in a videoconference. As with the 
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There are plenty of 

helpful features built 

into Office 365 to 

keep you organized.  

For example, you 

can customize your 

Outlook calendar 

Web app as you plan 

meetings and work 

toward deadlines. 
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Certified Piedmontese® beef tastes great: lean and tender, juicy and delicious. 

But there’s more to it than just flavor. Certified Piedmontese is also low in fat 

and calories. At the same time, it’s protein-rich with robust flavor and premium 

tenderness. Incredibly lean, unbelievably tender: It’s the best of both worlds.
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